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Introduction

The Exclaimer Mail Utilities Manual is designed to help you become familiar with the set up
process and Exclaimer Mail Utilities’ Control Panel.

Who should read this manual

This guide is designed to benefit the following
professionals:

Mail Utilities Trial Users

Those individuals who are evaluating our mail utilities
software and who wish to start evaluating the software as
soon as possible

People who have purchased without trial

Organizations that have purchased the software on
recommendation without having a trial period.

SBS users

Individuals or Organizations who utilize Microsoft SBS
server.

IMPORTANT!

This manual contains technical terms and concepts that
some people may be unfamiliar with. We have done our
best to ensure that all technical terms and concepts are
explained as clearly and concisely as possible. However, if
you are having problems understanding any elements of

this manual we recommend that you consult a Microsoft
Exchange or email professional.

Alternatively, you could also contact Exclaimer Technical

Support at support@exclaimer.com for assistance and

advice.




System requirements

Prior to installation of the Exclaimer Mail Utilities software,
please ensure that you have the following resources
available.

For Exclaimer Mail Utilities’ system requirements go to
http://www.exclaimer.com/MailUtilities-
SystemRegquirements.aspx

Server requirements
e A Microsoft Windows Active Directory network.
e A Microsoft Windows server with Active Directory and

the Microsoft SMTP Service or a Microsoft Windows
Server with Exchange.

° Exclaimer Mail Utilities must be installed on the server
that routes your organization’s email.

. If you are installing Exclaimer Mail Utilities 2007 you
must have an Exchange 2007 server.



http://www.exclaimer.com/MailUtilities-SystemRequirements.aspx
http://www.exclaimer.com/MailUtilities-SystemRequirements.aspx

Chapter 1

Installing and configuring Exclaimer Mail Utilities

This chapter describes how to install Exclaimer Mail Utilities and configure it. Please ensure
that you have the required system environment as detailed in the Introduction.

» Installing Exclaimer Mail Utilities

IMPORTANT!

Before installing Exclaimer Mail Utilities check that you
have the latest version by visiting our website and
downloading it.

To install Exclaimer Mail Utilities

1. Log on as an Enterprise Administrator to the server
where you intend to install Exclaimer Mail Utilities.

2. Double click the Exclaimer.exe file.
3. Click on Next >.

i'é'n Exclaimer Mail Utilities Setup ;IE'EI

exclaimer:-  Welcome to the Exclaimer Mail
B Utilities Installation Wizard
Version: 4.50.1277. 1007

It iz gtrongly recommendad that you exit all Windows programs
before running this setup program.

Click Cancel to quit the zetup pragram, then clase any programs
wou have running. Click Mext ta continue the installation.

WARMNIMG: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
partion of it may result in gevere civil and criminal penalties, and
will be prosecuted to the maximum extent pozzible under law.

Cancel |




Read the Exclaimer Mail Utilities license agreement. If
you agree to the terms select the | accept the license
agreement radio button.

Click on Next =>.

i'\%“ Exclaimer Setup ;IEIE'
License Agreement I . .
“You must agree with the license agreement below to proceed. < E:leq

License agreement i’

BEFORE YOU CLICK ON THE "l ACCEPT THE LICENSE AGREEMENT"
BUTTON AMD INSTALL THE SOFTWARE, CAREFULLY READ THE TERMS
AND CONDITIONS OF THIS LICENSE. BY CLICKING ON THE "I ACCEPT THE
LICENSE AGREEMENT" BUTTOM AMD BY INSTALLING THE SOFTWARE
Y¥OU ARE COMSENTING TO BE BOUND BY AND ARE BECOMING THE
LICENSEE TO THIS LICENSE. IF YOU DO NOT AGREE TO ALL OF THE
TERMS OF THIS LICENSE, CLICK THE "DO NOT ACCEPT" BUTTON AND DO
MOT INSTALL OR USE THE SOFTWARE.

When wvon "rlick” the "l arcent the license anrermeant” hittnn. Fyclaimer LI

" |l accept the license agreement
= | do not accept the license agreement

Beset I < Back | Mest > I Cancel |

This is where you can select the folder that you want to
install Mail Utilities in. Click on the Browse button to
change the default folder location or click on Next > to
use the default location.

i Exclaimer Setup ] o4
Destination Folder . i
Select a folder where the application will be inztalled. @XCIleeJr

The ‘Wize Installation ‘Wizard will install the files for Exclaimer in the following falder.
Ta install into a different folder, click the Browse button, and select another folder.

Y'ou can choose not toinstall Esclaimer by clicking Cancel to exit the “Wise Installation
Wizard.

" Destination Folder

C:\Program Files\Exclaimer’, Browse |

< Back

Cancel |




6.

7.

To begin the installation click on Next >.

{3 Exclaimer Setup =lox]
FReady to Install the Application I . )
Click. Mext to begin installation. < ‘:leef

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

< Back

Cancel |

Exclaimer Mail Utilities will be installed on your server.

{5 Exclaimer Setup =10 x|
Updating System I . )
Exclaimer iz currently being installed. e ‘:leef

Copying new files. ..
File: banner.gif

Directony: C:\Program Files\E xclaimertmagesh
Size: 4487

Time remaining: 35 seconds




8. To complete the installation click on Finish.

|§- Exclaimer Mail Utilities Setup ;Iglﬁl
exc:loimer' Exclaimer Mail Utilities has been
successfully installed.

Click. the Finizh button to exit this installation.

Wihen you click Finigh, the Exclaimer Setup Wizard will
automnatically start. This wizard will guide pou through the steps
required to get Exclaimer working on our server.

Lance

< Back

NOTE
You do not have to stop or restart any services when you

install Exclaimer Mail Utilities.

Congratulations, you have successfully installed Exclaimer
Mail Utilities. You now need to configure the Mail Utilities
software. Details of how to perform this operation are
covered next in The Setup Wizard section.




» The Setup Wizard

This section describes how to navigate the Mail Utilities
Setup Wizard.

The Exclaimer Mail Utilities Setup Wizard should have
started automatically after you finished the installation.

Please note that Exclaimer Mail Utilities will not start
processing any email until the Setup Wizard is complete.

To configure Exclaimer Mail Utilities using the Setup Wizard

1. The wizard should start. Click on Next >.

Mail Utilities Setup Wizard

exclaimer” Welcome to the Exclaimer Mail
T Uutilities Wizard

This wizard will take vou through the steps needed to get Exclaimer
Mail Utilities working on your computer,

Yo will:

» Supply an administration email address
» Sekup message journaling options

» Set up disclaimer options

# Sekup anti-spam options

» Sekup anti-virus opkions

Please click Mext ko continue,

< Back Cancel




2. Select the account that you want Exclaimer Mail Utilities
to send reports and other system messages to.

WARNING!

We do not recommend that you use the Administrator
account. It is best to set up a different account specifically
for Exclaimer Mail Utilities’ reports and other system
messages.

This should be an account that you access regularly to
ensure that important Exclaimer Mail Utilities reports and
messages are not missed. We recommend that you use
your own email account or that of your organization’s
email administrator.

Click on Next >.

Exclaimer Setup Wizard

Administrator Mailbox excloimer'moil utilities

The administrator mailbox is where Exclaimer will send reports and other system messages.

‘e suggest that vou do not choose the ‘Adminiskrator’ account to receive these messages unless
wall regulatly check the mailbax For this account.

‘We suggest that you use wour own account,

Adrnin mailbo: |Administrator Browise... |

< Back




You can use the message journaling feature to BCC a
mailbox into of all your organization’s email messages
(incoming, internal and outgoing).

Enable the Enable message journaling checkbox if you
want to activate Exclaimer Mail Utilities’ message
journaling capabilities.

Click on Next =.

Exclaimer Setup Wizard

Message Journaling @) exclaimer-mail utilities

The message journaling Feature allows you to record all the email that Flows through this server.

Exclaimer can choose to journal incoming mail, outgaing mail and internal mail. Each of these classes
of message can be individually journaled,

IF wou would like to use this Feature, please check the box belaw

¥ Enable message journaling

This step in the wizard only appears if you have enabled
message journaling.

Enable the options that correspond to the type of email
messages you want to journal.

Click on Next >.

Exclaimer Setup Wizard

Journaling Types excloimer'mo.il utilities

‘fou need to choose which types of mail you would like to journal by default,

These rules can be overridden on an individual or group basis by using custom rules which are
available in the Exclaimer control panel.

Journal mail types
7 Incoming mail

[ Internal mai

7 Qukgoing mail

Every message of the selected type will be journaled, For finer control, use a custom
rule.

= Back




5. This step in the wizard only appears if you have enabled
message journaling.

Select the mailbox that you want to receive the journaled
email.

The email is BCC’d as it is received at the server so that
neither the sender nor the recipient/s will know that it
has been journaled.

Click on Next >.

Exclaimer Setup Wizard

Journal Mailbox excloimer'moil utilities

The journal mailbox is the mailbox that will receive the copies of any email. Exclaimer will add this
mailbox as a BCC to these messages,

‘We suggest that vou create a special mailbox {e.g. EmailJournal) to receive these messages and
that vou give mailbox rights to those people who need to be able to see these messages.

Journal mailbox: |J0umal Browse.., |

6. Enable the Enable Anti-Spam filter checkbox if you
want to activate Exclaimer Mail Utilities’ Anti-Spam filter.

Click on Next >.

Exclaimer Setup Wizard

Anti-Spam Filter @) exclaimer-mail utilities

Exclaimer's anti-spam technolagy allows you to Filker out unsolicited incaming bulk or spam emails.,

IF wou would like to use this feature, please check the box below

i

< Back Mext =




This step in the wizard only appears if you have enabled
Anti-Spam filter.

Select the option that corresponds to the type of Anti-
Spam deployment you want to use.

Click on Next >.

Mail Utilities Setup Wizard

Anti-Spam Deployment excldmer'mo.il utilities

Exclaimer Mail Utilities can be set up in various configurations. Please select the one that most suits
wour requirements
" Evaluation

" End user raollaut
ol

Use these settings ko ensure that messages that are classified as definitely spam will be blocked
with an RFC compliant response to the sending mailserver, Messages which may be spam are
marked in the message's Internet headers and are also redirected to the guarantine mailbox, The
SCL (Spam Confidence Level) is also set. all other messages are delivered unchanged.

< Back Mext = Cancel

IMPORTANT!
If you have upgraded or reinstalled Exclaimer Mail Utilities
your settings will be preserved. However, if you have

deleted the folder where the previous version of Exclaimer
Mail Utilities was installed or you have changed the location
of the installation folder your settings will not be preserved.




Enable the Enable Anti-Virus Protection checkbox if
you want to activate Exclaimer Mail Utilities’ Anti-Virus
protection.

Click on Next >.

Exclaimer Setup Wizard

Anti-Virus Protection exclaimer-mail utilities

Exclaimer's anki-virus bechnology is based on CommTouch Zero-Hour™ Yirus Prokection. This Feature
detects virus oukbreaks in the crucial hours prior bo vour regular anti-virus vendor releasing new
virus defiritions.

IF wou would like to use this Feature, please check the box belaw

[V Enable Zera-Hour™ Yirus Prateckion

< Back |

Select all the domains that you are authoritative for that
you want Exclaimer Mail Utilities to work with.

IMPORTANT!
If you are upgrading click on the Update button to ensure

Exclaimer Mail Utilities checks for the most up-to-date list of
domains you are authoritative for.

Click on Next >.

Mail Utilities Setup Wizard

Internal Domains exclc:imer'moil utilities

Exclaimer Mail Utilities will automatically query your DNS servers For all the DNS mail exchanger (M)
record(s) For each domain For which vou are authoritative, Exclaimer Mail Utilities has determined
that vou are authoritative For the Following domains. IF this list is incorrect or incomplete, please
update it now.

Enter a lisk of vour internal domains separated by semi-colons:
dormain.local ﬂ

[
Update |

< Back Caneel |




10. Enable the Use Proxy Server checkbox if your server
connects to the Internet using a Proxy Server.

Click on Next >.

Exclaimer Setup Wizard

Internet Connection excloimer'moil utilities

If this server connects to the Internet using a Procew Server then please check the box belaw.

¥ Use Proxy Server

11. This step in the wizard only appears if you placed a tick in
the Use Proxy Server checkbox in the previous step.

Fill out your Proxy Server details and test the connection.

Click on Next >.

Exclaimer Setup Wizard

Proxy Server Details exclaimer-mail utilities

Flease enter the details of your Proxy Server.,

Proxy server addressl

Proxy server port I

Proxy authentication IND authentication required =

User namel

Password |

= Back




12. Click on Next >.

Exclaimer Setup Wizard

Anti-Spam Configuration excloimer' mail utilities

This panel confirms that all the anti-spam configuration tests have been compleked.

DMS query For exclaimer.com using DMS server [10.0.0.2] successful
DS query Far exclaimer.com using DMS server [10.0.0.6] successful
DMNS query for exclaimer.com using DMS server [127.0.0.1] successful
Froxy settings correct, Detection center authenticated

< Back |

13. Enable the Enable Disclaimers checkbox if you want to
add disclaimers to your email messages.

Click on Next =>.

Exclaimer Setup Wizard

Enable Disclaimers excloimer'mo.il utilities

The disclaimer feature allows vou ko add a disclaimer or signature or to apply corporate branding to
wour emails. You can choose from a list of predefined templates For legalfcompliance reasons, or
wau can manually edit the disclaimer.

Disclaimers can be complex in nature, supporting the ability to add custom Fields such as sender
address or ather active directory fields.

Disclaimers can also be rich in nature; they can contain Full HTML for better control over
presentation.

IF vou would like to use this feature, please check the box below

¥ Enable disclaimers

< Back Mext = Cancel




14.

This step in the wizard only appears if you are upgrading
from a previous version of Exclaimer Mail Utilities and
have had disclaimers already set up.

Click on Next > to move to the Wizard Complete page
and finish the Setup Wizard.

Mail Utilities Setup Wizard

Disclaimer already present excloimer'mo.il utilities

WARNING: You already have disclaimers present that were previously created with
the control panel. Modifving these with the wizard is not possible,

This step in the wizard only appears if you have enabled
disclaimers and you are installing as a brand new
installation of Exclaimer Mail Utilities.

Select your region from the Select your region drop
down list.

Click on Next >.

Exclaimer Setup Wizard

Select Region exclaimer-mail utilities

Exclaimer has many pre-defined templates For regions around the warld, Please select vour region.
IF vour region is not lisked, then select "Mot listed"

Select your region
’7 IUnited Kingdom 'I

Mote: Template content is copyright @ Exclaimer Ltd, 2001-2007, You are permitted to use the text only upon
ernails sent toffrarn your organization, You ray not repraduce these disclairers in any other Farmn, electranic or
paper or use thern in any other Forrn without express prior permnission Fram Exclairmer Ltd,

< Back Caneel




15. This step in the wizard only appears if you have enabled
disclaimers.

Select the disclaimer that you want to appear on your
outgoing email.

Click on Next >.

Exclaimer Setup Wizard

Choose template excloimer'mo.il utilities

Flease choose the template to apply ko emails that is most suitable for your organization, You will be
given the option to choose the scope of emails being affected ranging from all outgoing emails down
to only emails from a specific person to another specific person.

—Select the template

A 6 Arnendment - England :
Companies Act 1985, 2006 Amendment - Scatland
EBlank

Default

Qutgaing Style 1

Cutgaing Skyle 2

Qubgoing Style 3

Qutbgoing Style ¢

Outgoing Style 5

Exclaimer Corporate Disclaimer ﬂ

< Back | Mext = | Cancel |

16. This step in the wizard only appears if you have selected
a disclaimer that requires User Defined Fields.

If you select a template that requires User Defined Fields
you will be informed then asked for the information
needed. Click on OK and fill out the required fields.

Mail Utilities Control Panel |

\lj) The template wou have chosen needs the Fallowing pieces of information From you.
= Company Mame

+ Cormpany Reg Mo

+ Company Reg Address

This infarmation will now be collected




17. These steps in the wizard only appear if you have
selected a disclaimer that requires User Defined Fields.

Enter the requested information into each of the boxes
that appear and click on OK.

+} Edit User Defined Field 2]

Please provide the information requested below,

Camparry Mame:

TOUr Campany' Name,

oK | Cancel |

+} Edit User Defined Field 2]

Please provide the information requested below,

Company Feg Ma:

akian I

oK | Cancel |

+} Edit User Defined Field 2]

Please provide the information requested below,

Company Req Address:

Legistered Address

(1] 4 Cancel




18.

This step in the wizard only appears if you have enabled
disclaimers.

This is where you can set up your disclaimer so that it is
either added to all outgoing messages or to messages
sent from a particular email address/user. This can be
useful to ensure that your disclaimer looks and works in
the way you want before you roll it out to cover all your
outgoing email.

Click on Next =>.

Mail Utilities Setup Wizard

Scope of disclaimer excloimer'moil utilities

‘aou can choose which messages will be affected by this disclaimer. IF vou are evaluating Exclaimer
Mail Utilities, then it may make sense for you ko affect only messages from yourself to an external
test account, e.g. a Hotmail account, You can change the scope later in the control panel.

Scope

Lo oukgaoing messages

e Only messages From | |_I

L ANy ane

Ol | |_I

< Back Caniel




19.

This step in the wizard only appears if you have enabled
disclaimers.

This is where you can preview and edit your email
disclaimer. You can preview your selected disclaimer with
pre-populated information from your Active Directory.
Enter the Active Directory user you want to use in the
Use example email and AD fields from text box.
Alternatively, you can view your disclaimer without pre-
populated fields by un-checking the Use example email
and AD fields from checkbox.

To edit your disclaimer click on the Edit Disclaimer...
button. For more information on the Disclaimer Editor
go to the Disclaimer Editor section.

You can also edit this disclaimer once Exclaimer Mail
Utilities has completed its set up. You can also set up
more advanced disclaimers that trigger on more specific
criteria. For example, you could create a rule that adds a
different disclaimer to email messages being sent to a
specific domain.

Click on Next >.

Mail Utilities Setup Wizard

Preview Disclaimer exclaimer-mail utilities

|»

IMPORTANT: This rnessage is private and confidential, If vou have received this
message in error, please notify us and remove it from your system.

Dear Mr Srmith,

This is an example email message that you can use to test the rules and
features you have set up in Exclaimer Mail Ltilities.

Thank you for your enquiry. ¥ou can download our Exclaimer Mail Utilities
product manual from the website at
http: ffwivw, exclaimer. com/documentation. This should contain all the

inforrnation wenwill noad to bine

-

[V {ise example email and AD Fields fram | Peter Jones | Edit Disclaimer. .. |

< Back I Mext = | Caneel I




NOTE

Disclaimer Templates
You can also select from a comprehensive list of disclaimer
templates in the Exclaimer Mail Utilities

Rules

Control Panel.

You can also set up more advanced rules for adding
disclaimers once the product is fully installed and

configured.

20. Enable the Start Auto-Whitelist wizard after setup
wizard finishes checkbox if you want to start the Auto-
Whitelist wizard. This checkbox only appears if you
enabled Anti-Spam earlier in the wizard (it contains a tick
by default). The Auto-Whitelist wizard is not available in

Exclaimer Mail Utilities 2007.

To find out more about the Auto-Whitelist Wizard see The

Auto-Whitelist Wizard section.

When you are happy with the settings you have chosen

click on Finish.

Exclaimer Setup Wizard

(@) exclaimer- Wizard complete

The Exclaimer wizard has now collected all the infarmation required ko

complete the installation of Exclaimer,

Admin mailbox

Journaling

Disclaimers

Anti-Spam

Zero-Hour™ Yirus Protection

Flease press the Finish button ko continue, or the Back button to

return ko a previous step,

IV Start awto-whitelist wizard after

Adrninistratar
Enabled
Enabled
Enabled
Enabled

setup wizard finishes

< Back | Finiish

Congratulations, you have now completed
Mail Utilities Setup Wizard.

the Exclaimer




» The Auto-Whitelist Wizard

This section describes how to navigate the Mail Utilities
Auto-Whitelist Wizard.

The Auto-Whitelist wizard identifies email addresses that
your organization sends email to regularly and adds them
to your Anti-Spam Auto-Whitelist. This guarantees that you
will be able to receive email messages from clients that you
are currently in email contact with.

Note — the Auto-Whitelist Wizard is not available in

Exclaimer Mail Utilities 2007.

The Exclaimer Mail Utilities Auto-Whitelist Wizard should
have started automatically after you clicked on Finish in
the Setup Wizard. If the wizard didn’t start you can start it
manually. Click on the Start button, click on Programs,
click on Exclaimer and click on Auto-Whitelisting
Wizard.

To configure the Auto-Whitelist using the Auto-Whitelisting
Wizard

1. Click on Next >.

Exclaimer Auto-Whitelist Wizard |

enc:loimer' Welcome to the Exclaimer
e Auto-Whitelist Wizard

This wizard will scan each mailbox in vour organization to
determine the list of addresses that your co-workers
have previously been in contact with,

Each address will be added to vour Exclaimer Anti-Spam
Auko-ywhitelist, This means that mail From people
previously in contact with vour organisation will always
be received.

In order to successfully use this wizard:

+ ou should run it on each Exclaimer Anti-Spam server
» ¥ou must have Full rights to the Exchange Store,

+ ou must have a mailbox in the Exchange Store,
.

‘our email address must be visible in the Global
Address List (GALY

Click nexk to skart scanning your mailboxes.,

Cancel




2. The Exclaimer Mail Utilities’ Auto-Whitelist Wizard wiill
scan your Exchange store finding all the email addresses
that your organization has been in email contact with and
adds them to the Auto-Whitelist.

Exclaimer Auto-Whitelist Wizard |

Scanning Mailboxes @mloim@f i

Scanning all mailboxes in pour Exchange organization.

The Auto-whitelisting wizard is now scanning wour Exchange Store to generate a list of people
that wou have previously been in contact with. Deleted Ikems and Junk Folders are not
scanned.

Messages to process: 15

fverage rakte: 0 messages per second

Processing Message:

Adding Address:

Contacks Found: 1}
Errars: o]
Progress:

< Back I [ext = |

3. Click on View Contacts to review the email addresses
Exclaimer Mail Utilities has added to the Auto-Whitelist.

When you have finished, click on Finish. Mail Utilities will
now incorporate this historic list of addresses into its
database of automatically whitelisted senders.

Exclaimer Auto-Whitelist Wizard |

encloimer' The Exclaimer Auto-Whitelist
B Wizard has completed

3 contack(s) were successfully identified, There were 0
error(s)

Click, Finish to add these contacts bo your Exclaimer
Auko-whitelist,

Wiews Contacts |
View Errors |

< Back Cancel

Congratulations, you have now completed the Exclaimer
Mail Utilities Auto-Whitelist Wizard. Once the Auto-Whitelist
has been compiled by the wizard it cannot be amended. If
you no longer want to receive email from a user or domain
you can blacklist them.




Blacklist checks are performed before whitelist checks
therefore ensuring that blacklisted senders will be blocked.




Chapter 2

Exclaimer Mail Utilities — The Control Panel

This chapter details the various menus and settings you can select and change in the
Exclaimer Mail Utilities’ control panel.

» Main menu

The Main menu

The main menu consists of a high level choice of options to
control Exclaimer Mail Utilities’ features.

8 Ml Ulilties Combrol Parscl ===

G)«.:Idm@r'moil utilities Version 4.50

F ' Enable Exclaimer Mall Utiitios

'__J Audemin Contact Mabc | trows... |

Dcfak P ke confict pegents [ Errar Horadiog meisagns

F Enable Disclainsrs L Lo S g e |

P messoge Journaling = - Journsing
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Setup

This menu allows you to control Exclaimer Mail

Setup . ; -
Utilities’ high level settings.
=y Default Rules
;
Default This menu allows you to modify and set up
Rules Exclaimer Mail Utilities’ default disclaimers and

message journaling rules.




[} Custom Rules

Cuskom This menu allows you to add, amend or delete

Rules your own custom rules which can trigger
features like disclaiming, auto-responding,
delivery options or message journaling.

Rule Tester
This menu allows you to test the default rules
Rule Tester
and any custom rules you have set up before

you actually deploy them.

Anti-spam

£

This menu allows you to set up and maintain

Anti-spam . . o ;
5 Exclaimer Mail Utilities’ anti-spam features.
i Anti-virus
.ﬁ.ntig-virus This menu allows you to set up and maintain
Exclaimer Mail Utilities anti-virus features.
e Logging & Stats
Logging & This menu allows you to view all the data
Skats logging and statistics for Exclaimer Mail Utilities’
systems.
Save

C

Save This button allows you to save any changes you

have made to Exclaimer Mail Utilities’ settings.

About

3

Bbauk

This menu displays application information and
is where you apply Exclaimer Mail Utilities’
product license.




Setup panel

The Setup panel

The Setup panel is where you can control all the main
features of Exclaimer Mail Utilities.
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Enable Exclaimer Mail Utilities
You can use this option to quickly enable or to disable
Exclaimer Mail Utilities’ rules and features.

Admin Contact

This should specify an email account where all rule conflict
reports, error handling messages and other admin
messages Exclaimer Mail Utilities sends are received and
monitored.

Rule Conflict Reports — Place a tick in this checkbox if
you want rule conflict reports sent to your admin contact
email account. These are sent when one of your custom
rules is in conflict with another. For example, if you create
a rule that adds a disclaimer when the sender is Anyone
Internal and the recipient is Anyone, and another rule that
states not to add a disclaimer when the sender is Anyone
and the recipient is an Active Directory user. This will
generate the following conflict report:

Exclaimer had a rule conflict between

Sender : Anyone internal
Recipient : Anyone

and




Sender : Anyone
Recipient : Administrator
(Administrator@exclaimer.local and aliases)

For the feature Disclaiming

The rule from Anyone internal to anyone won the contest
as the feature was enabled for this rule.

To avoid rule conflicts for this sender and recipient
pair, you should create an explicit rule for them.

Error Handling Messages — Place a tick in this checkbox
if you want error handling messages sent to your admin
contact email account. See the Error Handling tab in the
Advanced Settings section for more information on the
different types of error messages Exclaimer Mail Utilities
can generate.

Enable Disclaimers

You can use this feature to turn Exclaimer Mail Utilities’
email disclaimers on or off. You can amend the default
disclaimers in the Default Rules panel

User Defined Fields

Clicking on this button opens the Edit User Defined Fields
box. It allows you to edit existing User Defined Fields and
create new or delete old User Defined Fields.

A User Defined Field is a field that you can insert your own
text, images and formatting in, which can then be included
in your organization’s disclaimers, signatures and email
templates. These fields can be updated from a single
location and once changed will update in all the locations
where they are used.

Templates

This is where you can create your own customized
templates based on existing Exclaimer Mail Utilities’
templates. It is a much easier and quicker way of creating
email templates without having to start from scratch.

Email templates lets you combine disclaimers, signatures,
branding and layout providing you with reusable and
professional looking email.

Message Journaling

You can use this option to enable or disable message
journaling. You can set up your message journaling options
in the Default Rules panel.

Message journaling allows you to BCC all the emails your
organization receives to a specified email account.

Suppress read receipts from all journal accounts




Place a tick in this box to prevent read receipts being sent
when a journaled email is read in the journal mailbox’s
inbox.




Enable Envelope Journaling

Place a tick in this box to enable envelope journaling. This
embeds the original message within a new message that
simply contains a list of all the correspondents (sender and
all individual recipients) in the embedded message. This
option should be enabled when using Exclaimer Mail
Utilities in tandem with the Exclaimer Mail Archiver package
as it preserves all the sender and recipient data required
for legal compliance purposes.

Enabling envelope journaling is essential if you want to
capture BCC information in your journaled email messages.

Anti-Spam

You can use this option to enable or disable Exclaimer Mail
Utilities’ anti-spam filter. You can set up and refine
Exclaimer Mail Utilities’ anti-spam settings using the Anti-
spam panel.

Zero-Hour™ Virus Protection

You can use this option to enable or disable Exclaimer Mail
Utilities’ Anti-Virus protection. You can modify Exclaimer
Mail Utilities’ anti-virus settings in the Anti-virus panel.

Auto Responding
You can use this option to enable or disable all auto
responders.

IMPORTANT!
To apply any changes you have made you must click on the
Save icon in the left-hand menu.




» Remote Deployment

The Remote Deployment box

This dialog box contains the options that allow you to
connect to other slave mail servers to upload settings from
your main mail server.

List of remote deployment connections

23 Remote Defloyment
Path Details |Deployment Status
|Brightlv Sike |'|,'|,Bring'|,echaimer | |
[stedmond site [stedo1iesclaimer [ [
Add... Edit, .. Delete | Log File I Scan Deploy Close

To close without saving settings

To Deploy settings to slave servers

To verify connections

To enter path of log file

To delete an existing remote deployment connection

To edit an existing remote deployment connection

To add a new remote deployment connection

The Remote Deployment table is divided up into four
columns.

Name — Contains the names of the slave mail servers you
have set up remote deployment for.

Path — Contains the path to the shared folder where the
exclaimer.dll file can be found on each of your slave mail
servers you have set up remote deployment for.




Details — Contains the version number of the exclaimer.dll
file on your slave mail servers you have set up remote
deployment for.

Deployment Status — Contains a report detailing the
status of each slave mail server you have set up remote
deployment for.

Add... - This button allows you to add a slave mail server
to your remote deployment list.

Edit... This button allows you to edit the details of an
existing slave mail server name and path.

Delete — This button allows you to delete an existing slave
mail server entry.

Log File — This is where you enter the path detailing where
you want the remote deployment log file stored. For
example, ‘c:\logging\RemoteDeploymentLog.txt’. Leave
this field blank if you do not require a log to be stored.

Scan — This button allows you to validate the connections
to your slave mail servers. It will also report the installation
status on each of your configured servers.

Deploy — This button allows you to apply the settings from
your master mail server to all your slave servers.

Close — This button closes the Remote Deployment dialog
box.

To set up Remote Deployment

1. Share the folder where the exclaimer.dll file is located
on each of your slave mail servers that already have
Exclaimer Mail Utilities installed.

2. Open the Exclaimer Mail Utilities Control panel.

3. Click on the Setup icon in the left-hand menu.

4. Click on the Remote Deployment icon in the bottom
right of the Setup panel.

5. Click on the Add... button in the Remote Deployment
dialog box.

6. Type the name of the server in the Name field and the
UNC path where the exclaimer.dll file can be found. For
example, \\server2\Exclaimer’.




To

Click on OK.

set up a shared folder

On the remote server right click on the folder where the
eXclaimer.dll is located.

Click on Sharing and Security...

Select the Share this folder radio button.

Click on Permissions.

Remove the Everyone group and add your Exchange
administrator user or group, or the user who has access
to the Exclaimer Mail Utilities Control panel.

Select the Allow Full Control checkbox.

Click on Apply, then click on OK.

Click on Apply, then click on OK.

Deploy settings to slave mail servers

Open the Exclaimer Mail Utilities Control panel.
Click on the Setup icon in the left-hand menu.

Click on the Remote Deployment icon in the bottom
right of the Setup panel.

Click on the Deploy button.

Click on OK in the Deployment complete dialog box.




IMPORTANT!
We recommend that you use a UNC path rather than
drive mappings for identifying the Path.

We recommend that you deploy in a multi-server
environment from a single workstation to centralize the
server management function.

If you wish to configure Exclaimer Mail Utilities from your
workstation and then deploy the configuration to your

servers, you will need a workstation license for the

Control Panel. Contact sales@exclaimer.com for more
details.

Remote deployment between Exclaimer Mail Utilities 4.30
and Exclaimer Mail Utilities (2007) 4.50 is not possible.
However, your can still remote deploy between Mail
Utilities 4.30 and previous point releases. You can also
remote deploy between Mail Utilities 4.50 and Mail
Utilities 2007 systems.




Passwords

The Set Password box

To set up or change the password to access Exclaimer Mail
Utilities’ Control Panel.

To add a password

1. Click on the Password icon in the bottom right-hand
corner of the Setup panel.

2. Type in and confirm the password you want to use.

3. Click on OK.

To change your current password

1. Click on the Password icon in the bottom right-hand
corner of the Setup panel.

2. Type in your current password and click on OK.

3. Type in and confirm the new password you want to use.
4. Click on OK.

To remove the password completely

1. Click on the Password icon in the bottom right-hand
corner of the Setup panel.

2. Type in your current password and click on OK.
3. Leave the Password: and Confirm: fields blank.

4. Click on OK.

IMPORTANT!

This password is purely to protect your Exclaimer Mail
Utilities’ configuration and is not used by any other product
feature. It does not have to correspond to any other
password on your computer and is not used by Exclaimer
Mail Utilities to access other services.

We do not specifically recommend applying a password to
your Exclaimer Mail Utilities’ configuration. The
configuration is already protected by the Windows security
on the computer in question, which should suitably protect

your Exclaimer Mail Utilities installation.




» Advanced Settings

The Advanced Settings box

Exclaimer Mail Utilities’ advanced options panel allows you
to configure a number of non-everyday Mail Utilities
settings.

Identifiers tab

Identifiers I Categorizer | DS | Proxy Server | Active Directory | Performance ‘ Error handling | Anti spam |

Reply Separator -0riginal Message-; -Criginal<!1--EF[4] -> Message-; <BLOCKQUOTE dir=Itr>; ; :l
<hr tabIndex=-1=; -Message d'origine-; -Message=!--EF[4] -= d'origine-; -Urspringliche
Machricht-; -Urspriingliche=<!--EF[4] - = Machricht-; -Mensaje original-; -Mensaje<!--EF[4] -=
original-; -Messaggio originale-; -Messaggio<1--EF[4] -> originale-; -Oorspronkelijl bericht-

i -Oorspronkelijk<!1--EF[4] - = bericht-; -Mensagem original-; -Mensagem=<!--EF[4] - =

ariginal-; -Opprinnelig melding-; §<div style="barder:noney;border-top:salid #B5C40F
1.0pty;padding:'=§;-0riginal Message -

[
Message classes IPM.Mote*; IPM.Microsoft Mail Mote® :I
]

(114 | Cancel

Reply Separator - contains the information that details
how Exclaimer Mail Utilities identifies a reply or forwarded
message in order to implement the reply above and reply
below functionality used to insert disclaimers after a reply
rather than at the end of the mail.

Should you need to change this you can do so by entering
a semi-colon (;) separated list of text strings that are used
to separate replies from the original messages by your mail
client.

Reply Separator Key:

The following will explain how Exclaimer Mail Utilities
interprets certain characters in the reply separators list.

Underscores

_’ — will look for one or more consecutive underscores.

" — will look for two underscores one after the other
followed by more consecutive underscores.

" — will look for three underscores one after the other
followed by more consecutive underscores. etc.




Hyphens
‘-’ — will look for one or more consecutive hyphens.

‘—’ — will look for two hyphens one after the other followed
by more consecutive hyphens.

‘—-" — will look for three hyphens one after the other
followed by more consecutive hyphens.

When searching for a specific string ‘-Original Message-’
Exclaimer Mail Utilities will match one or more hyphens at
the beginning and end of the text ‘Original Message’. It will
also accept a trailing line space at the end of the one or
more hyphens before the text ‘Original Message’. For
example, Exclaimer Mail Utilities will match:

oo Original Message------- ’

‘--- Original Message ---’

‘- Original Message —’

HTML tags

Exclaimer Mail Utilities can resolve HTML tags as reply
separators. It matches first the element, then the attribute
(if present in search string) and finally the attribute value
(again, if present in search string).

Matches element then...
<hr tablndex=-1>

matches attribute then...
<hr tablndex=-1>

matches attribute value.
<hr tablndex=-1>

Example:
<hr tablndex=-1>

For this text string Exclaimer Mail Utilities will match any
horizontal rule with a tabindex that equals -1. However, the
horizontal rule can include other attributes and values but
it must have the attribute and value tablndex=-1.

Match
<hr tablndex=-1 color=#333333 size=1>
<hr color=#333333 tablndex=-1>

Doesn’t match
<hr tablndex=-2>

Style attribute




Style tags are resolved using a similar logic.
Example:

<div style="border:none\;border-top:solid #B5C4DF
1.0pt\;padding:'>

For this text string Exclaimer Mail Utilities will match any
div tag that contains the style attribute with the following
attributes and values ‘border:none\;border-top:solid
#B5CA4DF 1.0pt\;padding:’.

The div tag can include other attributes but it must include
the attribute and values style="border:none\;border-
top:solid #B5C4DF 1.0pt\;padding:'. The style attribute
can include other formatting attributes. For example, font-
family:arial,tahoma or color:#FFFFFF.

Match

<div style='border:none;border-top:solid #B5C4DF
1.0pt;padding:10pt Opt Opt 10pt'>

<div id=default style="border:none;border-top:solid
#B5C4DF 1.0pt;padding:10pt Opt Opt 10pt'>

Doesn’t match
<div style="border:solid #333333 1.0pt'>

IMPORTANT!

‘\’ — allows you to escape characters. For example, the
semi-colon is used to separate the list of text strings that
Exclaimer Mail Utilities uses to search for reply separators.
However, it is also used as a separator within the style

attribute of an HTML tag. To preserve these semi-colons
without Exclaimer Mail Utilities seeing it as the next text
string to search you must insert a backslash before the
semi-colon ‘...border:none\;border-top:...".

Spaces
¢’ - will look for one or more consecutive spaces.

When searching for a specific string ‘-Original_Message-’
Exclaimer Mail Utilities will match one or more spaces, if a
tab appears within the space and if a space rolls over into a
line break.

For example, Exclaimer Mail Utilities will match:

‘-Original Message—'’

‘-Original Message-’

‘-Original

Message-’

Message Classes — This contains information that details
what Exclaimer Mail Utilities will add disclaimers to. By




default, Exclaimer Mail Utilities will disclaim mail messages
but not appointments, tasks etc. We recommend that you
do not modify this list unless directed to by Exclaimer
support.

Should you need to change this you can do so by entering
an appropriate list of MAPI message classes separated by a
semi-colon (;) that you want Exclaimer Mail Utilities to
disclaim.

Categorizer tab

2} Advanced Settings 2 x|

| Identifiers Categorizer I DhS | Proxy Server | Active Directory | Performance | Error handling ‘ Anti spam |

Internal

u exclaimer.local
Domains

Internal
Addresses

External
Domains

External
Addresses

I 31§ K I3 K 3 | K

¥ Treat al contacts as external addresses

I Bifurcate non-TMEF messages that are categarized as hath internal & external

Reset

0K Cancel

This tab allows you to override how Exclaimer Mail Utilities
categorizes emails as internal, outgoing or incoming. These
settings are used by the Rules Processor to differentiate
between internal, incoming and outgoing email messages.

Internal Domains — where you enter the SMTP domains
that you are authoritative for. This will usually be your
organization’s primary domain (including the ubiquitous
.local). It may also contain other domains that you have
pre-filled in your Exchange Administration or IIS setup.
Email addresses that end in these domains will be
considered as internal addresses.

Internal Addresses — where you enter specific email
addresses that you want categorized as internal, that would
otherwise have been categorized as external. This is used
to define the Anyone Internal option in the Addressing tab
of the Add Mail Rule box, see Add Mail Rule box section.

External Domains — where you enter a list of domains
that you want categorized as external, that would
otherwise have been categorized as internal.

External Addresses — where you enter a list of specific
email addresses that you want categorized as external,
that would otherwise have been categorized as internal.




Treat all contacts as external addresses — You use this
checkbox to change the way your contacts are treated by
Exclaimer Mail Utilities. Remove the tick from this checkbox
to force Exclaimer Mail Utilities to treat all the contacts in
your Active Directory as external when categorizing an
email. Place a tick in this checkbox to make Exclaimer Mail
Utilities treat your Active Directory contacts as internal.

Bifurcate non-TNEF messages that are categorized as
both internal and external — Leave this option
unchecked (without a tick) unless instructed to change it
by Exclaimer Technical Support.

DNS tab
2} Advanced Settings e 2=
|Identifiers |Categorizer DNS IPery Server | Active Directory | Performance | Error handling |Anti spam |
DNS Servers [17,0,0,2; 127.0.0.1 =] check... |
|
Relay Servers d
El

These settings are only used by Exclaimer Mail Utilities’
anti-spam and anti-virus modules to check and validate
email messages from external domains.

DNS Servers — for specifying the DNS Servers you use to
retrieve MX records for checking the authenticity of sending
mail agents. Entering other servers can help to reduce
loading on the default DNS servers.

You can add or change the DNS servers you use for
checking MX records by entering their IP addresses in this
field.

Relay Servers — a list of servers (IP Addresses) that you
control which may relay mail into your domain.

Exclaimer Mail Utilities uses this list of servers to establish
which agents in an SMTP conversation it should trust and
which it should attempt to validate.

Check... - to verify the DNS servers you specified in the
DNS Servers field.




You do not need to add any MX servers that you host for
domains that you are authoritative for. Exclaimer Mail
Utilities automatically gathers this data from the DNS and
the internal domains field.

Proxy Server tab

2} Advanced Settings 2lxl

| Identifiers | Categotizer | DNS  Proxy Server | Active Directory | Petformance | Errar handling | Anti spam |

W' Use prowy server

Proxy server address |127.D.D.1

Proxy server pork 3030

Proxy authentication IND authentication required =

User namel

Password I

Check. .. |
OK Cancel

If you are using a Proxy server this is where you enter the
details of the Proxy server you are using to access the
Internet.

If you are using a proxy server, Exclaimer Mail Utilities will
require this information to contact the Anti-Spam and Anti-
Virus detection centers.

Use Proxy Server — Place a tick in this checkbox if you
are using a Proxy server to access the Internet.

Proxy Server Address — This is where you enter the IP
address, FQDN or NETBIOS name of your Proxy Server.

Proxy Server Port — This is where you enter the port
number you use to communicate with your Proxy Server.

Proxy Authentication — This is where you select the type
of authentication your Proxy Server requires (if any).

User name/Password — This is where you enter a user
name and password for your proxy server should you select
anything other than ‘No authentication required’ in the
Proxy Authentication field.

Check... — You use this button to verify that Exclaimer Mail
Utilities can reach the anti-spam and anti-virus detection
center.




Active Directory

7} Advanced Settings

| Identifiers | Categotizer | DNS | Proxy Server  Active Directory I Performance ‘ Error handling | Anti spam |

Global Catalog I

Leave blank to use best global catalog server
Domain Controller I

Leave blank ko use best domain controller

¥ Cache the Active Directory search objects

TTL: |5 minukes

2]

Credentials

Login |

Password |

Domain |

Leave all fields blank ko use LocalSystemaccount (or the account that the SMTP service is logged

in as)

0K Cancel

In normal operation we recommend you leave these fields
blank. If you do this Exclaimer Mail Utilities will use
appropriate defaults when querying your Active Directory.
However, you can enter information to manually override
Exclaimer’s defaults.

IMPORTANT!

If you change any of the default settings here you run the
risk of Exclaimer Mail Utilities failing to work properly. You
must be confident that any changes you make will not
affect the normal operation of Exclaimer Mail Utilities. For

example, if the Global Catalog you have set manually goes
offline Exclaimer Mail Utilities may fail to process email. If
you leave the Global Catalog field blank it will
automatically find another GC should the one it is currently
using go offline.

Global Catalog — This is where you can enter the FQDN of
the Global Catalog Server that Exclaimer Mail Utilities will
use in Active Directory queries. For example,
GC:\\gcservername.domain.local

Domain Controller — This is where you enter the FQDN of
The Domain Controller that Exclaimer Mail Utilities will use
to contact the Domain Controller. This can be a server
name or a domain name. For example,
DC:\\dcservername\domain.local

Cache the Active Directory search objects — Place a
tick in this checkbox to cache the Active Directory search
objects.

TTL: - This is where you enter the amount of time
between caches. Exclaimer Mail Utilities will normally cache
the information used to find the best catalog server for 5
minutes for performance reasons. After this time it will
refresh the information and may choose a different catalog
server.




Credentials — This is where you enter the information
required to log into a specific domain controller. It is
important to ensure that the credentials supplied have
adequate read access to the Active Directory.

You should only use this option when instructed to by
Exclaimer Technical Support.




Performance tab

| Identifiers | Categatizer | DNS | Proxy Server | Active Directory  performance I Error handling | Anti spam |

¥ Permit asynchronous message processing

oK | Cancel

This tab displays the processing settings for Exclaimer Mail
Utilities. DO NOT modify this setting unless instructed to by
Exclaimer Technical Support.

Error Handling tab

2} Advanced Settings 2lxl

| Identifiers | Cakeqgotizer | DS | Proxy Server ‘ Active Directory | Performance  Error handling I Anti sparn |

™ Error Handling
& Deliver the message amway
 Discard the message
 Quarantine the message but if that Fails, deliver the message amyway
| Quarantine the message but if that Fails, stap the SHTR service
Guaranting will Fail it there are more than l? messages already quarantined

Folder | Browse, .,

™| nitify sender of the Error Handling action

OK Cancel

This is where you configure how Exclaimer Mail Utilities
behaves when an error is encountered.

Error Handling — Place a tick in this checkbox to enable
error handling.

Deliver message anyway — Select this option if you want
Exclaimer Mail Utilities to deliver email messages that it
has not been able to process.

Discard the message — Select this option if you want
Exclaimer Mail Utilities to discard messages that it has not
been able to process.




Quarantine the message but if that fails, deliver the
message anyway — Select this option if you want
Exclaimer Mail Utilities to deliver email messages that it
has not been able to process and has failed to write to the
quarantine folder.

Quarantine the message but if that fails, stop the
SMTP service — Select this option if you want Exclaimer
Mail Utilities to stop the SMTP service if it has not been able
to process an email message and has failed to write to the
quarantine folder. By stopping the SMTP service Exclaimer
Mail Utilities will not allow the email message to be
delivered.

Quarantine will fail if there are more than #
messages already quarantined — This is where you set
the number of email messages that your quarantine folder
will accept before it fails. By default this is set at 50.

Folder — This is where you select the folder you want
Exclaimer Mail Utilities to store quarantined (unprocessed)
email messages.

Notify Sender of the Error Handling Action — Place a
tick in this checkbox to send an email to the original sender
telling them that their email message has failed.

If you have configured Error Notifications to be sent to the
admin contact, the admin contact will receive a similar
message.

Anti-Spam

| Identifiers | Categarizer | DNS | Proxy Server | Active Direckory | Petformance | Error handing  Anti spam

SPF Best Guess Palicy: |v=spf1 af24 mxj24 prr 7al

[V Defer anti spam checks until sfter DATA command.

Bounce M

Subject: I*“‘\"nur message was blocked*

Edit Bounce Body. ..

(114 | Cancel

This is where you configure Exclaimer Mail Utilities’ SPF
Best Guess Policy and when it performs its Anti-Spam
checks. You can also edit the contents of Exclaimer Mail
Utilities’ bounce email.

SPF Best Guess Policy: - This is where you will find the
default SPF which states that if the message is received




from an IP address in the /24 net block of your MX server
or an A record in DNS or a PTR in their domain, then this
will presume the sender to be an SPF pass.

SPF is a special format of DNS text record which details the
email servers authorized to send email and helps to identify
faked or spoofed email messages. By referring to the SPF
policy that the domain owner has published Exclaimer Mail
Utilities can identify whether an email message has been
sent from an authorized email server.

Defer anti-spam checks until after DATA command —
Place a tick in this option if you want Exclaimer Mail Utilities
to defer its spam checks until after it has received the
DATA command.

Exclaimer Mail Utilities will classify a message as spam as
soon as it has all the data it needs to do so. Exclaimer Mail
Utilities usually defers processing of this classification until
the entire message has been received (which in SMTP
protocol terms, is after the DATA command has been
completed). In some cases Exclaimer Mail Utilities will block
a sender before it reaches the DATA command. You can
force Exclaimer Mail Utilities to wait until after the DATA
command using this option.

Using this option can make the whitelist and backdoor
more effective as Exclaimer Mail Utilities waits until it has
received the whole message before it performs any spam
checks.

This option also allows you to treat both email messages
sent directly to you or those relayed via a secondary MX
server equally, helping to minimize false positives.

Choosing to defer spam checks until after the DATA
command does not affect Exclaimer Mail Utilities’ spam
blocking rate.

If you are worried about the bandwidth remove the tick
from this option. When this option is unchecked Exclaimer
Mail Utilities will perform some of its spam checks before
DATA command therefore reducing the number of email
messages you actually download.

Bounce Message - You use this area to edit the subject
and contents of the bounce message, should an incoming
email be rejected after the protocol has finished.

A bounce message is an email that is sent back to the
original sender when their email message has been
rejected by the Anti-Spam Engine and you have enabled
the Bounced email message feature.




» Default Rules panel

The Default Rules panel

Disclaimer tab
This tab is broken down into three sections:
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Incoming — You can add a disclaimer to all incoming email
messages. For example, you could use it to warn your
employees that the email was received from outside the
organization and may contain information that they find
offensive. Alternatively, it can be used for regulation
compliance.

Internal — You can add a disclaimer or signature to all
email messages sent internally. For example, you can use
this to set up a standard signature for messages sent to
users on your domain.

Outgoing — You can add a disclaimer to all email
messages sent to external domains. For example, you can
add legal disclaimers for regulation compliance purposes.

Each section contains options for specifying when the
disclaimer should appear and for selecting or modifying the
disclaimer that appears.

There is a main checkbox where you can select whether
you want to apply the associated type of disclaimer.




Don’t add disclaimer if body contains — you use this to
identify if a disclaimer has already been added. For
example, if you have a long email conversation and are
sending email back and forth, using this option can stop
multiple disclaimers being added to the email.

It is best to keep the phrase that Exclaimer Mail Utilities
looks for short. Emails are reformatted by email software
every time a reply is created or a mail is forwarded so a
short distinctive phrase has more chance of surviving
reformatting than a long one. The phrase must appear in
the disclaimer. If it appears elsewhere this feature may not
work. For example, it could be your organization’s
telephone number or perhaps your company registration
number.

It is important to remember that this phrase is also case
sensitive.

Don’t add disclaimer if subject contains — you use this
to send email messages without adding a disclaimer. You
can configure Exclaimer mail Utilities to not add a
disclaimer if the subject of an outgoing or internal email
message contains a specific piece of text in the Subject
field. For example, ‘[remove disclaimer]’. This will be
identified by Exclaimer Mail Utilities and a disclaimer will
not be added.

Remove from subject — you use this to remove the piece
of text you used to prevent the disclaimer using the Don’t
add disclaimer if subject contains option. This ensures
that the recipient will not see the ‘[remove disclaimer]’ text
in the message subject field.

Edit/Preview disclaimer... - you use this button to
change the text in the disclaimer you have applied. It
opens an Disclaimer Editor window that as well as allowing
you to edit your disclaimer’s format also allows you to
preview your changes in HTML, RTF and Plain Text.

For more information on the Disclaimer Editor see the
Disclaimer Editor section in Appendix A.

Disclaimer options... - this is where you set up the
Encoding method and Character set used for both HTML
and Text email disclaimers. You can also specify exactly
how to attach disclaimers to normal, encrypted and
digitally signed email.

For more information on the Disclaimer Options box see
the Disclaimer Options box section in Appendix A.




IMPORTANT!

If an email has multiple recipients some of which are
internal and some of which are external, Exchange will
bifurcate the email such that external recipients receive a
mail with the external disclaimer and internal recipients
receive the internal disclaimer.

If neither the sender nor the recipient of an email are in
your Active Directory, and your server is relaying, then
the email will be treated as incoming and outgoing and

will trigger disclaiming options accordingly.

You can turn off disclaiming completely by opening the
Exclaimer Mail Utilities’ Control Panel, clicking the Setup
icon and removing the tick from the Enable Disclaimers
checkbox.

To apply any changes you have made you must click on
the Save icon in the left-hand menu.




Message Journaling tab
This is where you set the types of email you want to
journal.
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Journal incoming mail — check this option to journal
incoming mail to your specified mailbox.

Journal internal mail — check this option to journal
internal mail to your specified mailbox.

Journal outgoing mail — check this option to journal
outgoing mail to your specified mailbox.

Journal copies to — you use this to specify the email
account you want the journaled email sent to.

IMPORTANT!

You can turn off message journaling completely by
opening the Exclaimer Mail Utilities’ Control Panel, clicking
the Setup icon and removing the tick from the Message
Journaling checkbox.

We recommend that email is journaled to a dedicated
account that is not in regular use. This avoids inadvertent
responses from a journaling account.

To apply any changes you have made you must click on
the Save icon in the left-hand menu.




» Custom Rules panel

The Custom Rules panel

This is where you can create your own custom rules.
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Add rule... - You use this button to create a custom rule.

Copy... - You use this button to copy an existing custom
rule. Select the rule you want to copy before clicking on
this button.

Edit... - You use this button to modify an existing custom
rule. Select the rule you want to edit before clicking on this
button. The changing of a custom rule cannot be undone.
Exit the control panel without clicking on the Save icon to
cancel your changes.

Delete — You use this button to delete a custom rule.
Select the rule you want to delete before clicking on this
button. The deletion of a custom rule cannot be undone.
Exit the control panel without clicking on the Save icon to
cancel your changes.

Sender 1t - You use this button to increase the priority of
the selected custom rule.

Sender ¢ - You use this button to decrease the priority of
the selected custom rule.

Recipient ft - You use this button to increase the priority
of the selected custom rule within a sender block. Rules are
grouped first by sender, then by recipient. This option is




only available if there is more that one rule in a sender
block.

Recipient ¥ - You use this button to decrease the priority
of the selected custom rule within a sender block. Rules are
grouped first by sender, then by recipient. This option is
only available if there is more that one rule in a sender
block.

Validate... - You use this button to check whether the
selected rule is valid. Some existing rules may be
invalidated by changes in your Active Directory. All rules
are validated when the Control Panel first starts.

Key:
v This indicates that the feature is triggered by the rule. It
also indicates that a rule is enabled.

% This indicates that the feature will be blocked by the rule.
It also indicates that a rule is disabled.

¢ This indicates that, although a rule has a custom feature
set up it will not be triggered by the rule.

V' This indicates that once the rule has finished processing
the email message it will pass it on to the next applicable
rule for that feature.

IMPORTANT!

Custom rules are invoked before default rules. If a
particular email does not match any custom rule, the
default rules will be used.

Custom rules are checked in the order they appear from
top to bottom.

Custom rules that specify ‘anyone’ as the sender or
recipient will be processed last regardless of where they
appear in the list.

If an email contains multiple recipients, the first custom
rule that matches at least one recipient will be used.

You can use the Rule Tester to validate the custom rules
that you create.

To apply any changes you have made you must click on

the Save icon in the left-hand menu.




Add Mail Rule box

The Add Mail Rule box

This box is broken down into five tabs.

Addressing tab

3 Add Mail Rule

Sender:

Recipient:

2x

Addressing | Delivery Options | Disclaimers | Message Journaling | Auto-responder
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This tab allows you to select the sender or recipient that
you want Exclaimer Mail Utilities to check for when
processing email messages.

Sender/Recipient

Both the Sender and Recipient sections have is and is not
radio buttons. These allow you to specify whether the rule
is looking to match or to not match the option you have
chosen.

The Sender and Recipient sections present a selection of
options that you can choose from:

Anyone — This is a wildcard and will match any sender or
recipient.

Anyone Internal — This is a wildcard that will match any
internal sender or recipient. This can be anyone who has an
email address or domain that is included in the internal
domain list.




Anyone in the Active Directory — This is a wildcard that
will match any users in your Active Directory, including
contacts. This can include both internal and external
senders and recipients that exist in the Active Directory.

Anyone with an X400 address — This will match any
user with an X400 address.

Anyone External — This is a wildcard that will match any
external sender or recipient.

Any Active Directory Contact — This is a wildcard that
will match any of your Active Directory Contacts.

Email Address — This is a specific email address. You type
the email address you want to match in the text box above
the Browse... button. For example,
‘john.smith@exclaimer.com’. This selection also supports
wildcards ‘“*.smith*’ or ‘john.smith@exclaimer.*’

Email Domain — This is a specific domain address. You
type the domain address you want to match in the text box
above the Browse... button. For example, ‘exclaimer.com’.
This selection also supports wildcards ‘*.net’ or
‘exclaimer.*’

Active Directory Container (Organizational Unit) —
This will match a specific Active Directory Organizational
Unit.

The Browse... button becomes active when this option is
selected. You can use it to identify the Organizational Unit
you want to match. You can add more than one
organizational unit by repeating this process and clicking
on the No button in the Exclaimer Mail Utilities’ Control
Panel warning dialog box to add a new container.

Active Directory Users and Groups — This will match
any user or group from your active directory. For example,
‘John Smith’ or ‘Accounts’. This automatically updates so if
a new user is added to the Accounts group the rules that
specify the Accounts group will also apply to the new user.

The Browse... button becomes active when this option is
selected. You can use it to identify the user or group you
want to match.

The Get list of group members from a GC checkbox will
appear when this option is selected. If you place a tick in
this checkbox Exclaimer Mail Utilities will resolve Group
membership data from a Global Catalog rather than a
Domain Controller.

Active Directory Attributes — This allows you to match
specific Active Directory attributes and values.




The Browse... button changes into the Settings... button
when this option is selected. You can use it to create the
rule/query you want to resolve. See the Active Directory
Attribute Query Editor section in Appendix A.

Subject contains — This will match text in the Subject
field. This selection also supports wildcards ‘*enquiry™>’ or
‘*quote™’

The Remove from Subject checkbox will appear when
this option is selected. If you place a tick in this checkbox,
Exclaimer Mail Utilities will remove the text that it matches
in the Subject field.

Message header equals — This will match text in the
message header field. The general form of a message
header is Field: Value. Exclaimer Mail Utilities allows you to
specify either the Field or the Value and use an asterisk (*)
to perform wildcard matching.

For example, *chris* would match emails received from
anyone with the text chris contained anywhere in their
email address or display name.

The free text box at the bottom of the list — This is
where you enter the text, username, domain, etc. that you
want to match. The text you type in this box is not case
sensitive.

Examples of text:

Email address user.*@exclaimer.com

*@exclaimer.com

Email Domain exclaimer.*
*.co.uk
Active Directory Container Exclaimer.local/Users
Container
(Organizational
Unit)
Active Directory Administrator

Users and Groups (Administrator@exclaimer.com
and aliases)

Accounts (Exclaimer.local)

Rule name:




This is where you enter the name of your custom rule. It is
best to name the rule with a description that helps to
identify what the rule does. You may also find it useful to
enter when changes were made to a rule, if you have many
people administering your server.

Rule enabled — This checkbox appears on all tabs and
allows you to deactivate the rule without having to remove
or delete it.

Delivery Options tab

23 Add Mail Rule x|
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Delivery Options — This allows you to select between
Ignore this rule, Use these delivery options and Don’t
use delivery options.

Deliver the message to the original recipients — This
delivers the email message to its original recipients.

Do not deliver the message to anyone — This stops the
message being delivered to anyone. The message is
destroyed so no copy is stored.

Deliver the message but change the From: and Reply
To: addresses — This allows you to change the email
message’s From: and Reply To: fields so that you can
specify a different sender and/or email address the
recipient replies to.

Deliver the message but change the destination as
follows — This allows you to change where email messages




are being sent. Email sent to a specific email address or
domain can be rerouted to an alternative email address or
domain. You can use wildcards to specify all email
addresses or all domains.

Deliver the message but append the following
domain to all recipients — This will append another
domain on to the recipient’s email addresses. For example,
peterj@exclaimer.com.anotherdomain.com.

Convert MIME message to plain text — This checkbox
allows you to convert HTML or RTF MIME messages you
send or receive into plain text email messages.

Disclaimers tab

<3 Add Mail Rule
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Disclaimer — This allows you to select between Ignore
this rule, Use this disclaimer and Don’t add
disclaimer.

then process the next applicable disclaimer rule —
Placing a tick in this checkbox ensures that Exclaimer Mail
Utilities will process the next disclaimer rule in the list,
adding further disclaimers where applicable.

Don’t add disclaimer if body contains — You can use
this to ensure that you don’t add more than one disclaimer
to an email that includes multiple replies.

It is best to keep the phrase that Exclaimer Mail Utilities
looks for short. Emails are reformatted by email software
every time a reply is created or an email is forwarded. A




short distinctive phrase has more chance of surviving
reformatting than a long one. The phrase must appear in
the disclaimer. If it appears elsewhere this feature may not
work. It is important to remember that this phrase is also
case sensitive.

Don’t add disclaimer if subject contains — This doesn’t
add a disclaimer to email messages that contain a specific
piece of text in the Subject field.

The Remove from Subject checkbox will become active
when this option is selected. If you place a tick in this
checkbox, Exclaimer Mail Utilities will remove the text that
it matches in the Subject field.

Edit/Preview disclaimer... - You use this button to
change the text in the disclaimer you have applied. It
opens the Disclaimer Editor window that as well as allowing
you to edit your email’s format, also allows you to preview
your changes in HTML, RTF and Plain Text.

For more information on the Disclaimer Editor see the
Exclaimer’s Disclaimer Editor section in Appendix A.

Disclaimer options... - This is where you set up the
Encoding method and Character set used for both HTML
and Text email. You can also specify exactly how to attach
disclaimers to normal, encrypted and digitally signed email.

For more information on the Disclaimer Options box see
the Disclaimer Options box section in Appendix A.

Message Journaling
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Journal internal mail — This allows you to select between
Ignore this rule, Always journal mail and Never
journal mail.

then process next applicable internal jounaling rule —
Placing a tick in this checkbox ensures that Exclaimer Mail
Utilities will process all the remaining internal mail
journaling rules, journaling to further mailboxes where
applicable.

Journal external mail — This allows you to select between
Ignore this rule, Always journal mail and Never
journal mail.

then process next applicable external journaling rule
— Placing a tick in this checkbox ensures that Exclaimer
Mail Utilities will process the next external mail journaling
rule, journaling to further mailboxes where applicable.

Journal copies to — This allows you to select the mailbox
you want to journal your mail to. For example, you can
create two custom rules to specify that emails between
certain departments are journaled to one mailbox, whilst
external emails from another department are journaled to a
different mailbox.

Auto-responder tab
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Auto-responder — This allows you to select between
Ignore this rule, Use this auto-responder and Don’t
use an auto-responder.

then process next applicable auto-responder rule —
Placing a tick in this checkbox ensures that Exclaimer Mail
Utilities will process all the remaining auto-responder rules,
ensuring that all the remaining auto-responders are
processed.

The Auto-responder tab is broken down into three sub-
tabs. These are divided as follows:

Subject + Content sub-tab

Subject — This allows you to select exactly what you want
to appear in the Subject field of the auto-response.

Reply using original subject — This replies to the sender
with the subject of their original email in the subject of the
auto-response.

Prepend text to subject — With this option you can add
text before the subject in the auto-response. For example,
‘RE:...".

Append text to subject — With this option you can add
text after the subject in the auto-response.

Reply using this subject — This allows you to specify
your own reply subject.




Attachments — This allows you to insert attachments into
the auto-response message.

Add the original message as an attachment — Place a
tick in this checkbox to add the original message as an
attachment.

Add the following file(s) as attachment(s) — Place a
tick in this checkbox to specify the location of the file(s)
you want to attach to the auto-response message. You can
add multiple attachments by separating each full path with
a semi-colon (;). For example,
‘c:\email\filel.pdf;c:\email\file2.pdf.

Message Body — This allows you to edit the auto-response
message and specify whether you want to use the {fields}
from the original message or from the auto-response
message.

Use merge {fields} from...

{fields} take data from the sender’s email message and
allow you to use it in the auto-responder. For example, you
could use the sender’s Display Name to personalize the
auto-responder’s content.

Original message — This means that you can utilize the
{fields} from the message of the original sender. For
example, you can include their SMTP address.

Auto-response message — This can use fields from your
Active Directory or the fields contained within the sender’s
original email message. These can then be used to
personalize the auto-response.

Edit/Preview response... - This button allows you to
create/edit the content of the auto-responder.

Response options... - This is where you set up the
Encoding method and Character set used for both HTML
and Text email.

Sender + Recipients sub-tab
This is where you can you can specify the sender and who
receives the auto-response.

Send auto-response to original sender — This sends the
auto-response to the original sender.

Send auto-response to: - This sends the auto-response
to a specific email address of your own choosing.

Auto-response should appear to be from: - This is
where you can enter the email address that you want the
auto-response to appear from.




Auto-response reply-to address: - This is where you
can specify the email address that you want the recipients
to reply to.

CC Auto-response to: - This is where you can specify the
email address you want to send a carbon copy of the auto-
response to.

BCC Auto-response to: - This is where you can specify
the email address you want to send a blind carbon copy of
the auto-response to.




Options sub-tab

Message format - Provide auto-response message
body as... Plain text, HTML or Both — This is where you
can specify the format of your auto-response email
message.

Loop detection — This is where you can specify the
number of auto-responses sent to a sender within a certain
period of time. For example, by default Exclaimer Mail
Utilities will only send 10 auto-responses in a 60 minute
period to the same sender. You can increase or decrease
both the number of auto-responses sent and the time
period.

IMPORTANT!
Auto-responders can be applied to outgoing, internal and
incoming emails

Use the Rule Tester to check how your auto-responses will
look.

You can disable the Auto-responders feature by opening

the Exclaimer Mail Utilities’ Control Panel, clicking the
Setup icon and removing the tick from the Auto
Responding checkbox.

To apply any changes you have made you must click OK in
the Add Mail Rule box.

Clicking on the Save icon to save your settings will also




Rule Tester panel

The Rule Tester panel

This is where you can test the rules you created in the
Default Rules and Custom Rules panels. For example, you
may want to check that a rule triggers, maybe adding a
different disclaimer when an email is sent to a specific
person. Please note no email messages are actually sent by
Exclaimer Mail Utilities’ rule tester.
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Sender:

This is where you enter the email address of the sender of
the email. This can be from a specific external domain or
sent from your own internal domain.

Recipient:

This is where you enter the email address of the recipient
of the email. This can be to a specific external domain or to
a user on your own internal domain.

Subject:

This is where you can enter specific subjects to trigger
some of your custom rules, should you have them set up in
this way.

Attachment:
This is where you can add an attachment (as a file path
e.g. ‘c:\email\filel.pdf’) to the email rule test.




Run basic test

This button displays the list of actions that will be applied
to the email message. Please note no real email messages
are actually sent during this test.

Run advanced test

This button displays a more complete list of each logical
decision made by Exclaimer Mail Utilities when choosing the
rules to use. This can be very useful when diagnosing why
Exclaimer Mail Utilities is applying a particular rule. Please
note no real email messages are actually sent during this
test.

Messages Section

This is where you can preview the test email that you used.
Clicking on the links in this section opens a dialog box that
contains a preview of the email or auto-response.

Original Message — This represents the email message
before it was sent and processed by Exclaimer Mail Utilities.

Auto-response - This represents the auto-response email
message sent by Exclaimer Mail Utilities. This option only
appears if you have an auto-responder set up.

Journal Message — This represents the journaled email
message. This option only appears if you have selected to
journal email messages.

To view the journaled email message, click on the link in
the Attachment field of the preview box. This only applies
if you have enabled envelope journaling.

Final Message — This represents the email message after
it was processed by Exclaimer Mail Utilities and delivered.




The preview window

HTML preview
RTF preview

Plain text preview

R Final Mz2ssage ed
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Subject: | Exclaimer|Test Message

HTML IFTF | Flain kext ‘

|»

Dear Customer,

Welcome to Exclaimer, the definitive email accessory for Microsoft Exchange 2000 and 2003.
This 15 an example emal message that you can use to test the rules and features of Exclammer.

Thank you,
The Exclaimer Teaw.

————— Original Message--—
From: Exclaimer Customer
To: zalesi@exclaimer.corm
Sent: Monday, January 05, 2004 11:03 Al i
Subject: Your Exclaimer product

Dear Sir,

||

Charpcter set; iso-8859-1, Encoding: 7bit Print... Save As.., | Close |

To close the preview box

To save the email message

To print the email message

Body of the email message

Indicates the character set used in the email

Basic/Advanced test results box

This is where you can view the list of logical decisions
Exclaimer Mail Utilities has made based on your Mail
Utilities’ set up (including default and custom rules) and
the information that you have entered in the Rule Tester’s
Sender, Recipient, Subject and Attachment fields. This list
will detail exactly how the test message was processed
including when and what type of delivery option,
disclaimer, email journaling and auto responding options
have been applied to it.




» Anti-Spam Settings panel

The Anti-Spam Settings panel

Options tab
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Mission Critical Accounts... — You use this button to set

up or view your organization’s mission critical accounts.
These are accounts that should be excluded from selected
anti-spam tests in order to minimize the possibility of false
positives.

Manual Blacklist... — You use this button to set up or view
your organization’s manual blacklist. Email addresses
entered into this list will not have their email messages
delivered to any recipient on your domain.

If an email address exists in both the Blacklist and the
Whitelist the Blacklist entry takes priority.

Manual Whitelist... — You use this button to set up or
view your organization’s manual whitelist. Entries in this
list will be excluded from anti-spam tests.

Anti-Spam quarantine mailbox: — This is an optional
setting where you enter the user mailbox that you want to
use as your quarantine mailbox. This mailbox will contain
any spam email messages you receive that Exclaimer Mail
Utilities has quarantined.

Backdoor/Challenge code: — This is an optional setting
where you can enter a backdoor code that you would use




to allow senders of messages that had been bounced back
a way of getting their message delivered.

Bounced emails are messages telling the original sender
that there has been a problem delivering their email.
Exclaimer Mail Utilities triggers a bounce message for email
messages that resolve an SPF pass but fail other Anti-
Spam tests.

The SPF pass is identified through one of Exclaimer Mail
Utilities’ Anti-Spam tests.




Scenarios tab
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Evaluation — For evaluating the effectiveness of
Exclaimer’s anti-spam technology in your organisation.
Emails that Exclaimer Mail Utilities identifies as spam will
be marked in the mail headers so that you can prepare
your own efficacy statistics whilst not outwardly modifying
any of your colleagues’ emails.

End user rollout — For rolling out Exclaimer Mail Utilities’
anti-spam technology across your organisation. Emails that
Mail Utilities identifies as Spam will be marked in the
subject so that your colleagues can identify any bulk email
(such as regular newsletters) that they would like to
continue receiving but may be at risk of being identified as
Spam. You should then use Exclaimer Mail Utilities’ great
whitelisting and Auto-whitelisting technology to ensure you
always receive your customers' emails.

Quarantined — All messages that are classified as spam
are marked in the subject field and in the message's
Internet headers. These messages are also redirected to
the anti-spam quarantine mailbox. This scenario
quarantines spam in a specific mailbox allowing you to
assess the effectiveness of Exclaimer Mail Utilities’ Anti-
Spam solution.

In order to use this option you must set up a Quarantine
mailbox so that Exclaimer Mail Utilities can safely
quarantine your mail.

Deployed (Recommended) - All emails identified by
Exclaimer Mail Utilities as definitely spam are dropped.
Those that may be spam are marked in the subject.




Hardened — Blocks all mail that is classified as spam or
classified as possibly spam with an RFC compliant response
to the sending mail server. Unsolicited messages must
result in an SPF_PASS otherwise the message will also be
rejected.

Only use this scenario when you are sure that you have
setup your mission critical accounts and you have
whitelisted any important senders for your users.

Custom — Use this option only if you intend to manually
change the actions in the Advanced tab.

IMPORTANT!

You are STRONGLY ADVISED not to evaluate Exclaimer
Mail Utilities’ anti-spam technology in a lab environment.
Exclaimer Mail Utilities does not use content to identify
spam. Instead, its combination of spoofing detection,
blacklisting and outbreak detection means that you must
arrange for a genuine combination of legitimate email and

spam to be processed by Exclaimer Mail Utilities to
establish its efficacy.

Note — email messages are only bounced if they resolve
an SPF pass but fail other Anti-Spam tests. Senders who
receive a bounce message can follow a simple set of
instructions on how they can successfully resend their

messade.




Advanced tab

This tab contains all the Anti-Spam tests Exclaimer Mail
Utilities performs on all incoming email messages. These
settings allow you to customize your Anti-Spam setting to
your exact requirements. However, you do not need to
adjust these settings as Exclaimer Mail Utilities has a
selection of preset Anti-Spam settings for you to choose
from. See the Scenarios tab topic on the previous page.
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B No more tests are triggered and the email message is
categorized.

€ Passes email message on to the next test
v Delivers the email message

x Rejects the email message

The table is divided up into five columns:
Rule — Contains the names of each individual spam test.

Action — This determines what each test does when it is
triggered.

Then — This details what the test does once it has
completed its process.

Result — This details what happens to a message if it
matches the test criteria.

Include Critical — When left unchecked, messages to
mission critical accounts will be excluded from the Anti-
Spam tests.




The spam tests that are performed on all incoming email
messages are as follows:

Mission Critical Accounts — Mission critical accounts
provide a way to bypass some or all of the other anti-spam
tests for accounts that are more important than others.
This might be ‘sales@...” address if you are worried about
false positives. These Mission Critical Accounts can be
specified by AD User, Group, Contact or SMTP address.

Obviously the reduced level of anti-spam checking means
that these accounts will always get more spam than ones
that are not mission critical, although you can control
exactly which future tests are pertinent to mission critical
accounts.

The earliest point that this can be classified by Exclaimer
Mail Utilities is at the RCPT TO: phase.

Manual Blacklist — Manual blacklist provides a way to
block messages based on combinations of details ranging
from IP address through to envelope sender/recipient,
message sender/recipients and even subject content.

This is a very powerful way to block messages that are not
caught by other anti-spam tests. It can be used to help
enforce compliance issues, such as preventing non-
spammers from harassing employees.

The earliest point that this can be classified by Exclaimer
Mail Utilities depends upon the data that is present in the
blacklist test.

If only IP address is specified, then this classification can
happen at HELO/EHLO and then all other messages
transmitted during this session will have at least this
classification.

If Envelope FROM is specified then the earliest this
classification can happen is at MAIL FROM:

If Envelope TO is specified then the earliest this
classification can happen is at RCPT TO:

All other details require the message to be classified after
the DATA command is complete.

Blocked IP — Blocked IP is similar to Manual Blacklist, but
it offers the ability to block whole chunks of the internet.
For instance, you might decide that you don’'t want to
receive email from some particular ISP or country.

IP addresses are (loosely) broken up in to geographic units
(at least at the larger levels), and within those, ISPs are
allocated blocks of addresses.




It is possible to specify a range of addresses using the
CIDR notation, e.g. 10.0.0.0/8 would be a range of
16777216 IP addresses from 10.0.0.0 thru
10.255.255.255.

The earliest point that Blocked IP can be classified is at
HELO/EHLO.

Spoofed IP — Spoofed IP is when a sending mail server
signs on in the HELO phase with an IP address as the HELO
parameter that is not the same as its connection IP
address.

Since this is such a trivial check to make, it's a wonder that
this technique is ever used.

No legitimate email servers ever do this, and it’'s normally a
virus Trojan trying to replicate itself to your system. This
classification should always result in a rejected or
quarantined message.

The earliest point that Spoofed IP can be classified is at
HELO/EHLO.

Spoofed Domain — This classification is similar to Spoofed
IP. This is where the sending mail server pretends that it's
one of the domains that you are authoritative for in the
HELO command.

It's a bit like someone ringing you and when you pick up
the phone to answer and they say “Hello, it's George”.
Well, you know it's not George, because that’s you.

The earliest point that Spoofed Domain can be checked is
HELO/EHLO.

Recipient not in the AD — Recipient not in the AD is just
as it sounds. It’s a test designed to filter out messages to

people who don’t exist, and you’d be surprised at just how
many of them there are.

Obviously email classified as such would not normally
constitute a problem for you since no one would ever see
this email, but if your systems issue an NDR then some
unsuspecting person may end up with a message telling
them that they had sent a message that they hadn’t.

There is a caveat to this test, which is if any of the
recipients on the message are real, then this classification
is not performed. For example, a message to a single
person who is not in your AD will result in this test
triggering as will a message to other non-existent people
all of whom are not in the AD. If there is a single recipient
who is in the AD, then this test will not trigger. Don’t worry
though, there are plenty of opportunities to catch this
message if it is a spam one later.




The earliest point that Recipient not in AD can be checked
is at RCPT:

Manual Whitelist — Manual Whitelist is similar in nature to
the Manual Blacklist. You can use this to ensure that
messages from certain sources, people or containing a
certain combination of text characters in the subject are
excluded from further anti-spam tests.

The earliest point that this can be classified by Exclaimer
Mail Utilities depends upon the data that is present in the
Whitelist test.

If only IP address is specified, then this classification can
happen at HELO/EHLO and then all other messages
transmitted during this session will have at least this
classification.

If Envelope FROM is specified then the earliest this
classification can happen is at MAIL FROM:

If Envelope TO is specified then the earliest this
classification can happen is at RCPT TO:

All other details require the message to be classified after
the DATA command is complete.

Trusted IP — Trusted IP is a server that you know will
never generate spam. This is usually a web server or other
automatic system under your administrative control that
can generate email messages.

You simply add the IP address (or subnet) of the machine
that you are confident will never send spam.

The earliest point that this classification can occur is at
HELO/EHLO.

SPF Fail — The SPF fail test is when the connecting mail
server attempts to deliver messages from a particular
domain and the SPF policy (stored in DNS) indicates that
the connection mail server’s IP address is not acceptable.

SPF is intended to protect the domain and is checked by
receiving mail servers. There are many systems on many
different platforms that now check SPF policy and it is a
great way to reject out-and-out spoofed domains and gives
some credibility to those that pass.

Generally speaking mail servers that fail the SPF policy are
subject to being rejected by many large ISPs and many
mail server implementations.

The earliest point that this classification can be performed
is at MAIL FROM:




For more information on RFC standards visit
http://www.rfc-editor.org/.

Auto Whitelist — The Auto Whitelist is a list of smtp
addresses generated by Exclaimer Mail Utilities of all the
recipients of outbound messages.

This means that anyone you send email to will be able to
reply without triggering most of the anti-spam tests.
Obviously if they trigger any of the tests before this one,
then they are subject to being classified differently.

Exclaimer Mail Utilities comes with a wizard to enable a
rapid setup of this file, and this will scan your entire
Exchange organization extracting the smtp addresses of all
the people you have sent email to or received email from.
Deleted Items and Junk mail are obviously excluded from
this scan.

Once this wizard has completed, Exclaimer Mail Utilities will
have a large database of all the people you regularly
communicate with and this allows you to have a high
degree of confidence that you won’t miss an important
email because of a misclassification.

There is a practical limit to the size that this list can
become and we’ve defaulted this to 50,000 entries.

Old (stale) entries are removed in the natural course of
time — correspondents that you communicate regularly with
have their importance increased so that they are less likely
to “fall off the end”.

The earliest point that this classification can be performed
is at MAIL FROM:

SPF Softfail — This test is similar to SPF fail, but is not as
aggressive. It merely indicates that the domain owner was
unsure if the sending mail server was legitimate or not. The
SPF specification states that email with this classification
may be treated to more scrutiny.

You can choose to reject messages of this classification if
you so wish.

Like the SPF Fail, the earliest point that this classification
can be performed is MAIL FROM:

DNS Whitelist — DNS Whitelists are not as successful as
once hoped, but there is good reason for an optimistic
future. The theory is that if your IP address has a
reputation for not sending spam, then you might be able to
bypass irritating content based anti-spam systems.

This primarily targets large bulk mail senders and has so
far not shown an ability to deal with legitimate mail list
servers. This situation is sure to change over time which is
the reasoning behind this classification.



http://www.rfc-editor.org/

The earliest point that this can be performed is at
HELO/EHLO.

DNS Blacklist — Exclaimer Mail Utilities relies primarily on
Spamhaus, who in our opinion operate one of the most
professional services on the internet. We also refer to
SpamCop, NJABL and SORB all of whom offer credible
services albeit slightly more aggressive.

All of these organizations maintain lists of IP addresses that
have sent or are currently in the process of sending spam.
Some of them also maintain lists of dial-up address ranges
and other machines that their subscribers would not like to
communicate with.

Some of these DNS Blacklists are used to reject email from
certain servers outright while others verify and classify
email as bulk.

The earliest point that this classification can be performed
is at HELO/EHLO.

DNS RHS Whitelist — Where the DNS Whitelist
classification is attempting to check the IP address of the
incoming mail server, the RHS variation checks the domain
of the sender for his reputation.

Again, there is very little available in this category at the
present.

The earliest point that that this classification can be
performed is at MAIL FROM:

DNS RHS Blacklist — DNS RHS Blacklists only provide a
way to trap a small amount of spam. The service provider
that we use is bogusmx at http://www.rfc-ignorant.org/.
This is a list of domains that have been proven to use
bogus MX records.

This was once a way for a spammer to bypass naive checks
that the sending domain had an MX record in DNS without
actually having to have a mail server.

The earliest point that this classification can be performed
is at MAIL FROM:

Detection Center — The Detection Center monitors spam
outbreaks and trends, and classifies the messages
accordingly. In order to reach their target audience
spammers have to operate campaigns with hundreds of
millions of messages. This kind of activity has a
consequence especially when looking at patterns of email
traffic over the world. You can observe our real time
monitor on the website
www.exclaimer.com/antispamoutbreakmonitor.aspx and

see outbreaks happening in real-time.



http://www.rfc-ignorant.org/
http://www.exclaimer.com/antispamoutbreakmonitor.aspx

The Detection Center will classify messages as Spam, Bulk
or Not Spam. We further sub-classify the Bulk messages by
also referring back to the more aggressive DNS Blacklists
and we also check the sending domain to see if it passes
the domain SPF policy.

The earliest point that these classifications can be
performed is after the DATA command is complete.

Detection Center — Bulk (SPF_PASS) — Messages that
are confirmed bulk (and are not sent from servers that
appear in the more aggressive DNS Blacklists) where the
domain sending them has an SPF policy that results in a
PASS will have this classification.

This is normally a ‘white’ classification since the sender has
had to go to considerable effort to get this message
delivered. For example, being checked against no less than
4 public anti-spam list providers and being classified as a
bulk email sender.

Detection Center — Bulk - Bulk messages are still
checked with the more aggressive DNS Blacklists which (if
needed) will override the bulk classification.

Detection Center — Spam - The message is part of an
ongoing spam outbreak.

SPF PASS — Messages that result in an SPF pass will be
classified with this test. This allows for a very aggressive
stance to be taken, for example, you can choose not to
accept unsolicited messages from domains that do not
result in an SPF pass.

This kind of aggressive stance on email messages should
only be taken with the full knowledge that you will only
receive messages that are sent from servers that result in
an SPF PASS.

However, this test does not guarantee that a message is
not spam, it merely ensures that there is a high degree of
probability that the sender of this message is; a) genuine,
b) sent the message and, c) can deal with the spam
problem if that is what it is.

The earliest point that this classification can be performed
is at MAIL FROM:

HTML Emails — Exclaimer Mail Utilities does not have a
scenario that uses this classification; however, it can be
useful for very aggressive mail administrators who do not
want to permit HTML email unless the sender is white
listed.

This may seem quite tough but it can deal with a large
portion of spam that comes in this form.




The earliest point that this classification can be performed
is after the DATA phase.

Email with attachment — Exclaimer Mail Utilities does not
have a scenario that uses this classification; it can be
useful for very aggressive mail administrators who do not
want to permit email that has attachments unless the
sender is white listed.

This may seem quite tough, but it can deal with a large
portion of spam that comes in this form.

The earliest point that this classification can be performed
is after the DATA phase.

Unclassified — Messages that have remained unclassified
through all the previous white and black testing will have
this classification.

This classification could be used to implement a ‘challenge-
response’ type solution.

Challenge-Response on its own is generally regarded as a
bad technique to combat spam. Nevertheless, it is a very
effective solution and this is what initially attracts people to
it. This kind of approach is generally considered bad
practice because the backscatter generated from
challenging every spam message simply adds to the
problem on the internet rather than reducing it.

However, if you choose to implement a challenge-response
approach then we recommend you use as many of the
previous tests to classify the message in other ways before
issuing a challenge.

This is the premise behind the ‘Hardened’ scenario where
messages that are not classified as spam or not-spam that
do not result in SPF pass are issued a challenge.

IMPORTANT!
It is quite permissible to start with a pre-defined scenario
and then make custom changes to that scenario.

To apply any changes you have made you must click on the
Save icon in the left-hand menu.




Anti-Virus Settings panel

The Anti-Virus Settings panel
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This panel contains all the Anti-Virus tests Exclaimer Mail
Utilities performs on all incoming email messages. The
table is divided up into four columns:

Rule — Contains the names of each individual virus test.

Action — This determines what each test does when it is
triggered.

Then — This details what the test does once it has
completed its process.

Result — This details what happens to a message if it
matches the test criteria.




The virus tests that are performed on all incoming email
messages are as follows:

Detection center — Maybe virus — This identifies email
message that are suspected of containing a virus.

Detection center — Virus — This rejects email messages
that contain a virus.

IMPORTANT!
To apply any changes you have made you must click on the
Save icon in the left-hand menu.




Logging & Stats panel

The Logging & Statistics panel

This panel is broken down into two tabs that contain data
on Exclaimer Mail Utilities’ performance and settings.
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Enabled — To enable or disable Exclaimer Mail Utilities’
error, warnings, transaction and message flow logging. You
need to place a tick in this checkbox before you can enable
the options below.

Errors — Place a tick in this checkbox to enable Exclaimer
Mail Utilities’ error logging.

Warnings — Place a tick in this checkbox to enable
Exclaimer Mail Utilities’ warning logging.

Transactions — Place a tick in this checkbox to enable
Exclaimer transaction logging.

Message flow — Place a tick in this checkbox to enable
Exclaimer Mail Utilities’ message flow logging.

Folder: — You use this to enter the root of the folder
where you want Exclaimer Mail Utilities’ log files to be
saved.

Keep files for — You use this to enter the number of days
you want to keep the Exclaimer Mail Utilities’ log file for.




Once the age of a log file has exceeded the number of days
you specify it will be permanently deleted.

Log Files — This contains a list of all the log files Exclaimer
Mail Utilities has created. To view a log you simply click on
it. Exclaimer’s log files are saved as text files (.txt) and
usually open in Notepad.

Statistics tab

R
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Logging & Statistics

Errors & Warnings
Frature Failed - Inconing disslaimer
Frature Fafled - Internal disclaimer
Feature Falled - Outgoing disclaimer

Feature
Tkt Tolerance Triggered

This tab is broken down into eight sections:

Exclaimer Emails Processed — This section counts the
number of incoming, internal and external email messages
that have been received or sent.

Incoming Number of messages classified as
incoming that have been received by
Exclaimer Mail Utilities. This does not
include any messages that may have
been dropped or aborted because of
anti-spam classifications.

Internal Number of messages classified as
internal.
Outgoing Number of messages classified as

outgoing.




Total

Total number of messages received by
Exclaimer Mail Utilities. This number
may be larger than the sum of the
previous three counters because certain
types of messages are excluded from
any further analysis. These are:

- Administrative messages that were
from the Exclaimer system

- Read-receipt (or other messages)
messages from mail monitor accounts

If all the Exclaimer Mail Utilities’
features are disabled then this counter
will still increment but none of the
classified counters will.

Exclaimer Features — This section counts the number of
email messages that pass through certain Exclaimer Mail
Utilities’ features. For example, you can count the number
of email messages that have had disclaimers added to

them.

Up time

Disclaimers
Incoming

Disclaimers
Internal

Disclaimers
Outgoing

Disclaimers
Total

Journaled
incoming
messages

Time in weeks, days, hours, minutes
and seconds that the Exclaimer Mail
Utilities’ system has been running. Each
time the server is rebooted or the IIS
admin service is restarted, this counter
will reset.

Number of messages that were
classified as incoming that had a
successful disclaimer added.

Number of messages that were
classified as internal that had a
successful disclaimer added.

Number of messages that were
classified as outgoing that had a
successful disclaimer added.

Total number of disclaimers that were
added to messages.

Number of messages that were
classified as incoming that were
journaled




Journaled
internal
messages

Journaled
outgoing
messages

Journaled
messages

Delivery
Options

Auto response

Anti-spam: Not

Spam

Anti-spam:

Marked

Anti-Spam:

Rejected

Anti-Spam:

Bounced

Anti-spam:

Discarded

Anti-spam:

Detection
center

messages

Number of messages that were
classified as internal that were
journaled

Number of messages that were
classified as outgoing that were
journaled

Total number of messages that were
journaled

Total number of messages that had
delivery options applied to them

Total number of messages that
triggered an auto-response.

Total number of messages that were
classified as incoming that were set to
deliver directly without any further anti-
spam tests.

Total number of messages that were
classified as incoming that were marked
in some way by the anti-spam tests.

Total number of messages that were
classified as incoming and rejected
during the SMTP protocol by
Exclaimer’s Anti-spam engine.

Total number of bounce messages sent.
A Bounce message is generated by
Exclaimer Mail Utilities’ Anti-Spam
engine when an email has resolved an
SPF pass but fails to pass other Anti-
Spam tests.

Total number of messages that were
classified as incoming and dropped
during the SMTP protocol or were
aborted during transport because they
were classified as spam and the anti-
spam settings were set to "Reject”

Total number of messages that were
classified as incoming and submitted to
the detection center for analysis.




Anti-spam:
Auto-Whitelist
size

Total number of email addresses in the
automatic whitelist.

Exclaimer Errors & Warnings — This section counts the
number of errors and warnings where Exclaimer Mail
Utilities has encountered a problem. For example, the
number of incoming email messages where Exclaimer Mail
Utilities has failed to add a disclaimer.

Feature Failed -
Incoming
disclaimer

Feature Failed -
Internal
disclaimer

Feature Failed -
Outgoing
disclaimer

Feature Failed -
Journaled
message

Feature Failed -
Delivery
Options

Feature Failed -
Autoresponder

Fault Tolerance
Triggered

Detection
Center Faults

Total number of messages that should
have had an incoming disclaimer added
but failed to do so.

Total number of messages that should
have had an internal disclaimer added
but failed to do so.

Total number of messages that should
have had an outgoing disclaimer added
but failed to do so.

Total number of messages that should
have been journaled but failed to do so.

Total number of messages that should
have triggered a delivery option but
failed to do so.

Total number of messages that should
have triggered an auto-responder but
failed to do so.

Total number of failures that triggered
the error handling/fault tolerance action
in Exclaimer Mail Utilities.

Total number of faults reported by the
anti-spam detection center.

Exclaimer Spam Engine Counters — This section counts
the number of email messages that have triggered each
spam test. For example, if an email message is received
where the recipient is not in the Active Directory the
Recipient Not in AD count will increase by 1.




Mission Critical Total number of messages that were not
spam checked because the recipient
was a mission critical account.

Recipient Not Total number of messages that were to

in AD unknown recipients.
Auto- Total number of messages that were not
Whitelisted spam checked because the sender was

in the automatic whitelist.

Trusted IP Total number of messages that were
classified as having a trusted IP
address.

Blocked IP Total number of messages that were
classified as having a blocked IP
address.

Spoofed IP Total number of messages that were
classified as having a spoofed IP
address.

Spoofed Total number of messages that were

Domain classified as having a spoofed domain in

the HELO command.

SPF FAIL Total number of messages that were
classified as failing the SPF checks.

SPF SOFTFAIL Total number of messages that were
classified as softfailing the SPF checks.

DNS WL Total number of messages that were
classified using a DNS whitelist.

DNS BL Total number of messages that were
classified using a DNS blacklist.

DNS RHS WL Total number of messages that were
classified using a DNS domain whitelist.

DNS RHS BL Total number of messages that were
classified using a DNS domain blacklist.

Local Whitelist Total number of messages that were
classified in the local whitelist.




Local Blacklist

Detection
Center Bulk
(With
SPF_PASS)

Detection
Center Bulk

Detection
Center Spam

SPF PASS

HTML Email

Email with

attachment

Unclassified

Total number of messages that were
classified in the local blacklist.

Total number of messages that were
classified by the detection center as
BULK where the domain resulted in
SPF_PASS.

Total number of messages that were
classified as BULK by the detection
center.

Total number of messages that were
classified as SPAM by the detection
center.

Total number of messages that were
classified as passing the SPF checks.

Total number of messages that were
HTML formatted.

Total number of messages that had
attachments.

Total number of messages that were
unclassified.

Exclaimer Virus Engine Counters — This section counts
the number of email messages that have triggered each
virus test. For example, each time a virus infected email
message is detected by Exclaimer Mail Utilities the
Detection Center Virus count will increase by 1.

Detection Total number of messages that were
Center Maybe classified as maybe virus by the
Virus detection center.

Detection Total number of messages that were

Center Virus classified as virus by the detection

center.

Exclaimer Timings — This section monitors the amount of
time it takes Exclaimer Mail Utilities to process certain
features. For example, the amount of time it takes to add a
disclaimer to an email message.




The counters in the timings and throughput sections have
extra data computed by the Exclaimer Mail Utilities’ Ul
which is not available in the Perfmon counters as this
information cannot be computed using the Perfmon tool.
Exclaimer Mail Utilities monitors the min, max, total and
average values for the following counters.

The timing counters all show elapsed time, not processor
time. This means that the timer was started when
Exclaimer Mail Utilities started the operation in question
and was stopped when the operation completed. In a
multi-tasking, distributed system these numbers can be
substantially altered by the environment; how many
processes/threads running on the local system, network
performance, connectivity issues, catalog/domain controller
performance.

Open Directory Elapsed time in milliseconds taken to

(ms) open a catalog server or domain
controller for a query for categorization
or rule processing. This counter is
unused in versions of Exclaimer Mail
Utilities prior to 4.10.

Categorize Elapsed time in milliseconds taken to

(ms) categorize the sender and recipients of
a message to determine if they are
incoming, internal or outgoing and to
collect any other data from catalog
servers for them.

Rule Lookup Elapsed time in milliseconds taken to
(ms) find custom rules.

Add Disclaimer Elapsed time in milliseconds taken to

(ms) add disclaimers.

Journaling Elapsed time in milliseconds taken to
(ms) journal messages.

Delivery Elapsed time in milliseconds taken to

Options (ms) process delivery options.

Auto- Elapsed time in milliseconds taken to
responder process auto-responders.

(ms)

Save (ms) Elapsed time in milliseconds taken to

save the message to the backing store
(Exchange or Filesystem) after a
modification such as adding a disclaimer
has occurred.




Spam Check Elapsed time in milliseconds taken to

(ms) check incoming messages for spam.
DNS Lookup Elapsed time in milliseconds taken
(ms) waiting for DNS servers to reply for

anti-spam operations.

Detection Elapsed time in milliseconds taken for

center lookup the round trip to the detection center

(ms) for anti-spam classification.

Total (ms) Elapsed time in milliseconds that
Exclaimer Mail Utilities was processing
messages.

Exclaimer Throughput — This section monitors the
amount of time it takes for Exclaimer Mail Utilities to
process and categorize email messages.

Message Total number of messages per second
Submission -  being received by Exclaimer Mail Utilities
In / sec at the message submission stage.
Message Total number of messages per second
Submission -  leaving Exclaimer Mail Utilities at the
Out / sec message submission stage. If the total

number In/sec is greater than the total
number Out/sec then this may indicate a
message flow problem. Investigation of
any errors being generated is

recommended.
Post Total number of messages per second
Categorize - In being received by Exclaimer Mail Utilities
/ sec at the post categorization stage.
Post Total number of messages per second
Categorize - leaving Exclaimer Mail Utilities at
Out / sec the Post Categorize — Out stage. If the

total number In/sec is greater than the
total number Out/sec then this may
indicate a message flow problem.
Investigation of any errors being
generated is recommended.

Size (MB) Total size of messages being sent
through Exclaimer Mail Utilities. This
number includes messages with
attachments.




Exclaimer DLL —

This section monitors the demands that

email traffic puts on Exclaimer Mail Utilities and the
Server’s processes.

Sinks loaded

Processes

Threads

Active threads

Queued Log
Lines

Queued
Messages

Number of sinks loaded at the current
moment in time. A sink is a unit of code
that is used by Windows SMTP service or
Microsoft Exchange to provide 3rd party
functionality in the mail transport flow.
The number of sinks is typically between
6-10. If the number of sinks is
substantially more than this, there may
be a problem on your mail server.

Each process that loads the
exclaimer.DLL is counted here. This
number should never show zero as any
tool that can read this number should
implicitly load the DLL. This counter may
be useful during uninstall when it is
necessary to ensure that there are no
processes holding the DLL open. For
more information visit the Exclaimer
Knowledge Base
http://forums.exclaimer.com/
forums/21/ShowForum.aspx.

The total number of threads that
Exclaimer Mail Utilities has started for
processing. This includes all active and
all waiting threads

The total number of active threads that
are currently processing messages in the
Exclaimer Mail Utilities’ environment.
This number will normally reflect how
busy the server is at any particular time.

Number of lines that are queued for lazy
write to the log file. If this is a large
number, this may indicate a problem
(perhaps low disk space) in the log file
directory.

Number of messages passed to
Exclaimer that have not been processed
yet.



http://forums.exclaimer.com/forums/21/ShowForum.aspx
http://forums.exclaimer.com/forums/21/ShowForum.aspx

Reset Stats — This button resets all the counters and
monitoring devices to O.

Refresh Stats — This button refreshes all the stats so you
can view the most up-to-date information.

Copy — This button copies all the statistics to the clipboard
where you can paste it into another program like Notepad.

IMPORTANT!

We recommend that you enable Errors and Warnings.
This way, errors during Exclaimer Mail Utilities’ operation
will be logged which may help any Exclaimer Technical
Support investigation.

The statistics panel refreshes every 10 seconds.
If you have made any changes in the logging panel you
can apply any changes you have made by clicking on the

Save icon in the left-hand menu.

All these statistics are available as PerfMon counters.

The statistics in the Statistics tab will be reset when you
reboot your server.




» About panel

The About panel

This panel contains information concerning the licensing
and version of the Exclaimer Mail Utilities software. This is
also where you apply your Exclaimer license and activate
the software

e
@) exclaimermail utilities Version 4.50
| S — |
et Licerrsesd Cuslomer Details

- Rame ben
L-:J Compasty L}
el Contact emad shidha com
2 Licensed Product Detads
& Procuct Exclines Tnstalied 26 Sephrmber 2007
Cusbom - i - i
Fudes Features. [Am-sn-m Fuly boensed (Serial }
l;-m.n-.-—m-w.-u_. by eree (i}
Fude Testel
Support Dty
z
Airt-speam) ok s gk com b get
Apchy Licenta.
s Veersion information
r Fasr Lademer Mol Utk control el 450
| Exchange 5.5, 2000 or 2003
mﬂm‘ Exchsimer Ciprogr - 4.50,1271.820
txkamner CilProgr Al-54.0.3
Fatehadener Ml Llikies cantrol file Ci\Prisgriom FilesE rckuer Ml Lk, 4,50, uml {Serial #:1}
Warning: datriby o afry portion of R, may read in
savere vl snd crianal peniaties, snd vl i Ehe e,
Fostions, copriht £ 19672007 Procelt Corpor gion.
© Comat, 2001-2007, Extlaes Linted. Al ights reserved.
3
L)

Licensed Customer Details
Contains the details of the customer this version of
Exclaimer Mail Utilities is licensed to.

Licensed Product Details

Contains the features that are licensed on the product, the
license serial number, the date the product was installed
and (if a trial version) how many days are remaining on the
license.

Support Details

Contains the number of days remaining on your support
subscription and a link to our website where you can find
support information.

Version Information
Contains exact versions of specific Exclaimer Mail Utilities’
components for diagnostic and fault rectification purposes.




Applying a license

To apply your Exclaimer Mail Utilities’ license click on the
Apply License... button and follow the instructions in the
Apply License box.




Appendix A

Exclaimer Mail Utilities — Other tools and features




Disclaimer Editor

The Disclaimer Editor box

Exclaimer Mail Utilities’ Disclaimer Editor allows you to
easily edit disclaimers, format the look of your email
messages, add signatures, etc.

Button Descriptions

Font and font size

Text Style

Formatting text

Font and highlight color

Background color

Number and Bullets formatting

Decrease and Increase indent

/2§ Disclaimer Editor

ITimes Hew Roman ;l |1b;| = [

2]

LB =

o | % EBRR[E E S — @ |ty | B &
{Original Email}

This message [and any associated filesz) iz intended only for the 4

use of the indiwidual or entity to which it is addressed and may +
contain informartion that is confidential, subject to copyright or 4
constitutes a trade secret, If you are not the intended recipient

vou are hereby notified that any dissewmination, copying or d
distribution of this message, or files associated with this message, +
iz strictly prohibited. IE wou hawe received this message in error, 4
please notify us immediately by replying to the meszage and deleting o
ﬁt from your computer. Messages sent to and from us may be monitored. o

Internet communications cannot be guaranteed to be zecure or error-free d
as information could be intercepted, corrupted, lost, destroyed, arrive 4
late or incomplete, or cohtain wiruses. Therefore, we do not accept 4
responsibility for any errors or omnissions that are present in this 4
mesgage, or any attachment, that have arisen as a result of e-mail 4
transmission. If werification is required, please request a hard-copy +
version. any wviews or opinions presented are solely those of the author o
and do not necessarily represent those of the company.

<body > =div=

Edit I Source I Prewiew HTML | Preview RTFI Preview Plain Textl Insert Template... Import... 1].4 Cancel




Undo and Redo

Cut
Copy
Paste
Align text
Horizontal rule
Insert Hyperlink
Insert Picture
Insert Active Directory/User Defined Fields
Insert Table
Removes text formatting
D dita 2l

Tines Mew Refnan =1 [1d =] (= I(UA[£ [P [:3 3 £ ¢
Llilda == — & L3 el [ B
{Original Ernai}

This message (and any associated files) is intended only for the +

use of the indiwidual or entity to which it is addressed and may 4
contain information that is confidential, subject to copyright or 4
constitutes a trade secret., IL you are not the intended recipient 4
you are hereby notified that any dissemination, copying or 4
distribution of this message, or files associated with this message, o
iz strictly prohibited. If you hawve received this message in error,
please notify us imwediately by replyving to the message and deleting o
3t from your computer. Messages sent to and from us may be monitored. 4

Internet communications cannot be gquaranteed o be secure or error-free 4
as information could be intercepted, corrupted, lost, destroyed, arriwve 4
late or incomplete, or cohtain wiruses. Therefore, we do not accept 4
responsibility for any errors or omissions that are present in this 4
message, or any attachment, that have arisen as a result of e-mail +
transmission. If wverification is redquired, please request a hard-copy o
version., any views or opinions presented are solely those of the author 4
and do not necessarily represent those of the company.

<hody> <divz

Edit | SoUrce | Preview HTML | Preview RTFI Preview Plain Textl Inzert Template... Impart... oK

Cancel




isclaimer Editor ed
|Tmestewroman =l f1z -] E | B £ O A # [0 | = i=

=

© | L EBB(EESS[— QW G| B2
{Original Ermad}

This message (and any associated files) is intended only for the +

use of the indiwidual or entity to which it is addressed and may 4
contain information that is confidential, subject to copyright or 4
constitutes a trade secret., IL you are not the intended recipient 4
you are hereby notified that any dissemination, copying or 4
distribution of this message, or files associated with this message, o
iz strictly prohibited. If you hawve received this message in error,
please notify us imwediately by replyving to the message and deleting o
3t from your computer. Messages sent to and from us may be monitored. 4

Internet communications cannot be gquaranteed o be secure or error-free 4
as information could be intercepted, corrupted, lost, destroyed, arriwve 4
late or incomplete, or cohtain wiruses. Therefore, we do not accept 4
responsibility for any errors or omissions that are present in this 4
message, or any attachment, that have arisen as a result of e-mail +
transmission. If wverification is redquired, please request a hard-copy o
version., any views or opinions presented are solely those of the author 4
and do not necessarily represent those of the company.

<hody> <divz

Edit | Soljrce IPreview HTML | Previ wRTFI Preview Pldin Textl Inzert Tdmplate... Imnpfrt... | aK | Tancel I

To close without saving changes

To close and save changes

To import a template from an external source

To insert a template from a list of pre-designed templates

Plain Text email preview

RTF email preview

HTML email preview

HTML Source Editor

WYSIWYG HTML Editor




Colors

This is where you select the colors you want to use for your
text, text highlighting or background. You can access a
more comprehensive list of colors by clicking on More
Colors to open the Colors box.

Exclaimer Mail Utilities can also intelligently select the
colors used in your organization’s logo. You can view the
logo colors tool by clicking on Logo Colors.

<3 Disclaimer Editor B
[TmesMewroman |12 -] E | B I U A # | O | i
| L BB B E EEE| - @& G Automatic

EEEEEENEN
IMPORTAMT: This message is private and confidential, If you HEENNNN®RR-eror, please notify us

and rermove it from your system, ECOEOOEDT

» . BEOOOCOD MmO
{Onginal Email Above Reply Separator} e

Your company name is a limited company registered in Englla More Colors..,  Logo Colors. ..
Renistered nurmher: Renistratinn Moo Renistered affice: Renfs:
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The Colors box

The Colors box allows you to select from a wider range of
colors. It contains four tabs that enable you to use a
variety if different color types.

The Web Palette tab

This is where you can choose from the 216 standard web
safe colors. Hover over the colors to find out their RGB
color reference.

X

\web Palette I Mamed Colors | System Colors

Logo Colors |

[ ey |
|} ey
| o |
|} 0§ § ey
I BN N N ] [ .
I B N N N T .
N BN BN BN BN T O -
I BN BN N N ] [ .
I O] e
N o o |
W -
W
[
| i o |
1§ § ey
I N N ] .
I BN BN N N T O .
N BN BN BN BN T S -

IIRRRECRNANRNEED
AERRNENNNNNNNNNED
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The Named Colors tab
This contains a complete list of named web colors. Hover
over the colors to find out their color reference.

x
\Web Palette | Mamed Colors | Swstem Colors | Logo Colors |
Basic:

EEE(EEEEEEN( /(NN

&dditional:

EEEEEEEEEEEEN /.
EEEEEEEEEERERE]HE

OCNEEEEEREEOOC0000
OO EERNEEEC 000
[IHNEECOEEACENCOO0000
LROOOO0808E000000H
OROOO0E0 U

Cancel |
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The System Colors tab

This contains a complete list of system colors that you can
use in your email template. It will utilize the system colors
used by the recipient’s PC. The colors will change
depending on the Windows color scheme they are using.

x
Wb Palette | Mared Colors | Syshem Colors | Loga Calars |
[ ActiveBarder 1=

| BckiveCaption
B appwarkspace
M Background
[ ButtonFace

L1 ButtanHighlight
H Buttonshadow
M EuttonText

O CapkionText
| GrayTexk

M Highiight

L HighlightTesxt
[ tnactiveBarder

| InactiveCaption

O InactiveCaptionText
[ 1rfoBackground

M IrfoText

[ tenu

M tenuText LI

Cancel |
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The Logo Colors tab

By default the Logo Colors feature automatically analyzes

the logo in the Company logo User Defined Field and picks
out the top fifteen most used colours. You can also select

logos from other locations using the Browse button.

Hovering over the logo changes the mouse pointer into an
eyedropper tool so you can pick individual colors from your
logo. For more accurate selection of colors using the
eyedropper tool you can zoom into the logo using the
200%, 400% and 800% radio buttons. As well as using the
eyedropper tool you can also select from the top fifteen

most used colors in the Optimal colors from logo palette.

Hover over the boxes of color to find out their RGB color
reference.

/2] Colours x|

Web Palette | Mamed Colors | System Colors | Logo Colars |

Logo file: |C:'|,Program Files'\Exclaimer/UserFiles Exclaimer-Logo.gif Browse. .. I

@) exclaimer

tilities for Microsoft Exchange

& qo0% © 200% O 400% O 600%
Optimal colors From logo

OEEENOENO0OO0O0OO

Cancel |
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HTML tag formatting toolbar

The HTML tag formatting toolbar appears near the bottom
of the Disclaimer Editor window and displays the nested
HTML tags leading to wherever the cursor is positioned on
the page. Clicking on one of these tags displays a list of
options:

transmissinn. TF werificatinn ia remiired. nlease remipat. a hard-cany 4

il

MeOUUGL; DL MY MLLGGNIIL, LML YL WLACi e 4 LlMd e UL - Wi -
|L|
Iy

<bodv> <p> <tabler <tbodvz> <tr= <td> <p>=

Inzert [emplate... | anort... | 1] 4 | Cancel |

Tag Options

The tag options displayed here are for the <table> tag.
Some tags will display more or fewer options.

WLOoUgs UL ULy LLLlLALNLIiU,  Ladlll LAUM L WLl W U LLoilte UL L omurd -

tranamission. TF werificatinn is remiired. nlease remieat a hard-cone 4 AI_I
| >

L

<hody> <p3y <table> <tbody: <tr> <td= <p>

Edit |

Select contents bl RLTF | Preview Flain Text | Inzert Template... Impart.... 0K I Cancel I
Append row ta table
Delete tag and content
Delete tag only

Delete content only
Properties...

L

The options that appear in the menu change depending on
the tag you click on. They can include:

Select contents — selects the content of the tag.

Delete tag only — deletes the tag without deleting its
content.

Delete content only — deletes the content of the tag only.

Delete tag and content — deletes both the tag and its
content.

Properties — opens the Properties box where you can
specify a tag’s attributes. See Properties box on the next
page for more information.

Append row to table — adds a row to the bottom of the
table that your cursor is currently in.

Append cell to row — adds a cell to the end of the row
that your cursor is currently in.
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Insert Table box
This is where you can specify the number of rows and
columns in the table you are about to insert.

Specify number of rows in the table

3 Insert Table

Rows |3

Cols |3 v 100 width [ Spread Evenly

ok | Cancel

To close without saving changes

To close and save changes

To evenly distribute rows and columns

To set table width to 100%

Specify number of columns in the table
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Properties box

The Properties box is accessed through the Tag Options
menu on the HTML tag formatting toolbar. This is where
you can set the selected HTML tag’s attributes.

Attribute name

Attribute value

sperties... x|

Geberal =
jin]

Class I_

Title —

Background

Background I—

Background Color I—

Background Image I—
I—

Background Repeat

Backaround Harizantal Pas I—
Background Yertical Pos I—
Border

Border I—
Biottorn Border I—
Border Color I—
Left Border I—

— =

To close without saving changes

To close and save changes

Avoiding blank AD fields appearing in email
messages

To avoid empty AD fields appearing in your Exclaimer Mail
Utilities formatted email disclaimer, signature, etc. You
must add an Exclaimer IF statement to the HTML source
code where the field appears. For example, you want to
include a mobile telephone number field in your
organization’s email messages from your AD users. Some
of your AD users don’t have a work mobile telephone
number but you don’t want the field to appear blank in the
email message.
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The solution:

<eXclaimer:if test="mobile">
<DIV>Mobile: <eXclaimer:AD Field="mobile">{Mobile
Number}</eXclaimer:AD></DIV></eXclaimer:if>

This IF statement will remove the text (‘Mobile:") and field
value from the email message if the AD field Mobile is
blank. It is important to enclose the div tags that surround
the text and AD field that you want to remove from the
specified AD field is blank. This removes the field without
leaving a blank line where it would have appeared.

RTF and Plain text conversions

RTF and Plain text versions of email message branding,
signatures and disclaimers are all converted from HTML
into RTF and Plain text. When Exclaimer Mail Utilities
converts messages from HTML into RTF it will remove table
formatting and graphics from the template, leaving just the
text and font formatting.

When it converts it to Plain text it will remove the
remaining formatting leaving you with just the ‘plain’ text.

For example, you will find that messages sent in RTF will
only contain text with no graphics or table layouts, limiting
the corporate branding of your email to just text layout and
font formatting.

IMPORTANT!
Study the provided templates to understand the features
available.

To save any changes you make in the Disclaimer Editor
click on OK, then click on the Save icon in the left-hand
menu.

108



Disclaimer Options

The Disclaimer Options box

For configuring the way Exclaimer Mail Utilities sets the
Character Encoding and Character Set. This is also where
you select how you want Exclaimer Mail Utilities to disclaim
different types of email message.

Option Descriptions

HTML text encoding and character set

Plain text encoding and character set

3 Disclaimer Options x|
— HTML Text
Encoding method Diefault - Encoding method IDeFauIt ;I
Character set |DeFauIt ;I Character set |DeFauIt ;l
—Message type
Tormal |ndd disclaimer to body of message ;I
Message: d
|-
Attachment name: |disclaimer.pd
Encrypted |Add original email as an attachmeft to the message below ;I
Message: This message rontains an encrypted email which can be read by opening the ;I
attachment.
|-
Attachment name: |disclaimer.pd
Digitally signed |Add original email as an attachmeft to the message below ;I
Message: This message frontains a digitglly signed email which can be read by opening ;I
the attachment.
|-
attachment name: |disclaimer pd
(114 Cancel
To close without saving changes
To close and save changes
For selecting how you want Exclaimer Mail Utilities to deal with
disclaimers on digitally signed messages
For selecting how you want Exclaimer Mail Utilities to deal with
disclaimers on encrypted messages

For selecting how you want Exclaimer Mail Utilities to deal with
disclaimers on normal email messages
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» Templates

The Template Manager box

For copying, creating new and editing Exclaimer Mail
Utilities’ pre-designed templates.

Button and Option Descriptions

List of Regions
List of Exclaimer Mail Utilities templates for region

Preview of selected template

; Template Manager llil

Region: | United Kingdom ;I Dear Wy Emin,

Compan?es Act 1985, 2008 .ﬂmendme: Thiz 1z an example emall mess age Fal poucanus e o lecl Fe roke s and Ealue s pou b s2 lup in Exdaimer Wal Ulies.

Companies Act 1985, 2006 Amendme

Steve Special ThEr o0 T your ENGUIY . YoU CAN 0 owrioad our Exciamer WAl U NEs produst man fom he websie al
il s, M BT Com docUme Rillon . THiS Shodd onban 21 (R Iriorma on you will reed K Know.

Blank

Besl Aegards
Qubgoing Style 1
Qubgoing Style 2 ;:;ﬁ:;d:s
Qubgoing Style 3
Cukgaing Style 4 ool e
Cubgoing Style 5 Bont:03 Augus| A7 1025
Exclaimer Corporate Disclaimer To : Exdamer Ses
Exclaimer Corporate Disclaimer (&g Bub oot Exciaim e il UMl e
Standard Disclaimer 1 pear SN,

Standard Disclaimer 2
Standard Disclaimer 3
Standard Disclaimer 4
Standard Disclaimer S Al e ne sl
Standard Disclaimer & SehnEmih
Standard Disclaimer 7
Standard Disclaimer &
Breach of Confidentiality
Wirus Disclaimer

Entering Into Contracts
Megligent Misstatement
Emplover’s Liability

Can you please send me some more Irom alon on pour ExcamerMal U Nilles < oiwaneT We woud be inleres ed 0 idaing bl |
weril lomake sure || o do eueny g we wer | e we dre el 1l

Signature 1
Signature 2
Signature 3
Business Card 1 - espiral ;I
{le] D | Rename,. . Delete.., Eglit .. Lol s VN Cloge

To close the Template Manager

To copy an existing template

To edit an existing template in the Disclaimer Editor

To delete an existing template

To rename an existing template

Moves the selected template down the list

Moves the selected template up the list

110




The Insert Template box

Where you select the template that you want to use. If you
want to create a new template go to Setup on the
Exclaimer Mail Utilities’ Control Panel, click on
Templates... and copy the template that you want to use
as the basis of your new template. See The Template
Manager Box section on the previous page.

Button Descriptions

List of Regions

List of Exclaimer Mail Utilities templates for region

Preview of selected template

3 Insert Template 2 x|

Region: | Urit=d Kingdarn 2 ) [ —

Companies Act 1985, 2006 AMEndme a | | fu: 15 a evanpie e mall messme bl pou e 19 lesl e ks and Ealues pou ko se lug o Exdaimer it Ulies.

Companies Act 1985, 2006 dmendme

Sheve Special Thark you ¥ your Enguiry. o0 can dosnioad cur Exdaimer Mall U liies prod ucl marsal om Fe websle al
il fwmsw.x cladm er. oo o Lme nfallon . This shoud contain @l Ihe Inirma on o will reed b know.

o Bexl Aegards
Outgoing Skyle 1
Outgaoing Skyle 2 Fazc:;ﬁ:;au
Cutgoing Style 3 —

. ——0gired Mezzoge ——
Qukgoing Style 4 From o S
Cutgoing Style 5 rnt: 03 Augus| AW 1025
Exclaimer Corparate Disclaimer To : Exciaimer Saes
Exclaimer Corporate Disclaimer (ug Bub ot Ecizimer Ml UMl hes
Standard Disclaimer 1 bear =,

Standard Disclaimer 2
Standard Disclaimer 3
Standard Disclaimer 4
Skandard Disclaimer S All e be sl
Standard Disclaimer & sehnEmih
Standard Disclaimer 7
Standard Disclaimer &
Breach of Confidentiality
Wirus Disclaimer

Enteting Into Contracts
Megligent Misstatement
Ernplayer’s Liability
Signature 1

Signature 2

Signature 3

Business Card 1 - espiral ;I

Can you pleace SENd ME £OME M oe Mo alon on your Exdamer Mal U Hilles < ofwaneT Ve wodd be inleres ed in idaing bl |
wenl lomake sure || can do euery hing we wen | et we (re el 1l

v Replace {fields} with content oK Cangel

To close without applying a
template

To close and apply the selected template

Replace the Exclaimer {fields} with User Defined or Active Directory content
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IMPORTANT!
A template is essentially a re-usable disclaimer and may
contain text formatting, graphic images and fields.

You create and modify templates using the Disclaimer
Editor, see the Disclaimer Editor section.

If you choose a template that includes User Defined Fields
you may be asked to provide information for use in these
fields.
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» User Defined Fields

The User Defined Fields box

Exclaimer Mail Utilities’ User Defined Fields allow you to set
specific types of company information that is relevant to all
users. You can even create you own User Defined Fields to
contain any information you like. These fields can then be
used in Exclaimer Mail Utilities’ pre-designed email
templates and disclaimers.

Button Descriptions
List of User Defined Fields

Content of selected User Defined Field

=} Edit User Defined Field 2=l
| :
Company ae User Defined Fields
Company Address
Company Singleline Address
Compary Strapline User defined fields allow you ta maintain content in many
Company Tel ; ) . . . L
Company Fax disclaimers without having to edit them individually. They are
Company Logo also used by many of the pre-defined templates to collect a
Company Business Card Logo corporate logo for letterhead style templates and business
Company Req Ma card style templates
Company Req Address ¥ P '
Cornpany Director
Comparty Directars ] This allows you to easily change the visual look and feel for
Local companies house office the standard templates without having to go and change
them one at a time.
Rengme. .. Delete... Edit... MM Clpse

To close box

To create a new User Defined Field

To edit a User Defined Field

To permanently remove a User Defined Field

To rename a User Defined Field

Note — you can also find a list of the standard Exclaimer
Mail Utilities’ merge fields by clicking on Example —
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Standard Merge Fields in the list of User Defined Fields,

which can be to the left of the Edit User Defined Fields box.

Creating a new User Defined Field

Clicking on New will open the Disclaimer Editor where
you can format the selected User Defined Field using the
tools available, changing the look of the text or other
contents of the field.

You are limited to editing the contents of the Company
User Defined Fields in a simple text box only. You cannot
use any type of formatting on the text into these fields. If
you require a User Defined Field with formatted text you
can do so by creating a new one and editing it in the
Disclaimer Editor.
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The Insert User Defined Fields box

This is where you can insert either the contents (which can
include html mark-up, images and other formatting) or a
link to a User Defined Field allowing you to update content
outside of the email/disclaimer template you are currently
editing.

Button Descriptions

List of User Defined Fields

Content of selected User Defined Field

3 Insert User Defined Field

Cornpany Mame
Company Address
Company Singleline Address
Company Strapline

User Defined Fields

User defined fields allow you to maintain content in many

C Tel ; : . . . L

CEQEZE F:x disclaimers without having to edit them individually. They are
Campany Laga also used by many of the pre-defined templates to collect a
Company Business Card Logo corporate logo for letterhead style templates and business

Cormpany Reg Mo
Company Reg Address
Cornpany Director
Comparty Directars ] This allows you to easily change the visual look and feel for
Local companies house office the standard templates without having to go and change

them one at a time,

card style templates.

I¥ Insert Field content 0K Cancel

To close box without inserting

To the content or a link to the selected
User Defined Field

To select between inserting the content or a link to a User Defined Field
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Active Directory Attribute Query Editor

The Active Directory Attribute Query Editor box

Exclaimer Mail Utilities’ Active Directory Attribute Query
Editor allows you to easily create rules based upon
combinations of attributes in your Active Directory.

Field and button descriptions

The name of the rule
The Active Directory container

To browse the AD containers

To use the domain controller

2} Active Directory Attribute Query Editor 2=l
Active Directory Attribute rules can Be used to match senders or recipients based on the attributes within their Active Dirpctory objgcts, For example, a
customised disdlaimer could be adged to all email from senders wha have “Sales" in their Department attribute and "USA" in their fountry attribute,

Rule ||
name:
Comiatra I Browse... |7 Use domain contraller
Query
Wizard: Start with: |[Moone =
[Elthen IAdd - I Users wherel(select) = |(se|ect) | |nu||

Analysis:
Test I
columns:
Test
Results:

Test only returns top IIDD rows Advanced Test,.. oK Cancel
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To add a query string

To remove a query string

To start the query with all AD users or no users

To add or remove users that match the following query

Select the field you want to query

Select how you want to query it

Type the value you are looking to match

tory Attribute Query Editor e
Activg Direckdry Attributd rules chn be used to match senders o recipients based on the atributes within their Active Dirpctory objects, For example, a
cusfomised|disclaimer dould be|added to all email from senderf who have "Sales" in their [Department attribute and "US4" in their Country attribuke.
Rule ||
name:
(oA I Brofese. .. | ™ Use domain contraller
Query
Wizard: Sthrt wikh: | o one ;I
Elthen Add - I users wherel(select) ;I I(select) ;I InuII
—
Analysis:
Test I
columns:
Test
Results:
Test only returns top IIDD rows Advanced Test. .. oK Cancel
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2} Active Directory Attribute Query Editor 2=l
Active Directory Attribuke rules can be used ko match senders or recipients based on the attributes within their Active Direckory objects. For example, a
customised disclaimer could be added to all email from senders wha have “Sales” in their Department attribute and "USA" in their Country attribute,

Rule ||
name:
Container: | Browse... |I Use domain contraller
Query
Wizard: Start with: |[Moone =
[Elthen IAdd - I Users wherel(select) =1 |(se|ect) | |nu||

Analysis:
Test I
columns:
Test
Results:

Test oply retprns top IIDD rows Advanced Test,.. oK Cancel

Displays the test results

Displays columns that are queried

Indicates whether the analysis was successful

Rule name: - This is where you enter the name of your
custom rule. It is best to name the rule with a description
that helps to identify what the rule does. You may also find
it useful to enter when changes were made to a rule, if you
have many people administering your server.

Container: - You can choose to select a specific Active
Directory Container for the query search. If you leave this
field blank Exclaimer Mail Utilities will search the entire
Active Directory.

Click on the Browse... button to select the Active Directory
Container you want to use.

To close without saving

To close and save the query string

To test the query

To switch between Advanced and Basic query mode

To limit the number of rows the test returns
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Use domain controller — Place a tick in the Use domain
controller checkbox if you want your query to only use
attributes that are held by the Domain Controllers. Please
note that your query will fail for users in other domains.

Query Wizard: - Enter the query strings you want to use
to trigger your custom rule.

Analysis: - Displays the status of the query test.

Test columns: - Lists the columns used to perform the
query.

Test Results: - Displays the results of the query strings in
the Query Wizard section.

Test only returns top — Enter the maximum number of
rows you want to appear in the Test Results section.

Advanced — Select between the advanced and basic query
mode. The Advanced mode allows you to type in the query
strings manually.

Text... - When you test your query you may be warned
that some of the attributes you used are not indexed. This
will result in a slow query. Consider creating a different
query, or editing your Active Directory schema to index the
attribute.

IMPORTANT!
To save any changes you make in the Active Directory

Attribute Query Editor click on OK, then click on the Save
icon in the left-hand menu.

Attribute Query Example:

If your organization has offices throughout the world, you
can create a set of rules that apply a different disclaimer
depending on the value set in the Country (C) Active
Directory Attribute field. This would allow you to create a
set of disclaimers that you can deploy from a central
location to comply with local regulation. For example, you
could create a rule that adds a country specific disclaimer
to email messages sent from users in Great Britain (GB).

Query
Wizard: Skart with: | Mo ane -
[Ethen Add ~ | users where [ Country = |is equal ko

=
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